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This Quick Start was created by Aviatrix Systems in collaboration with Amazon Web
Services (AWS).
Quick Starts are automated reference deployments that use AWS CloudFormation
templates to deploy key technologies on AWS, following AWS best practices.

Overview
This Quick Start reference deployment guide provides step-by-step instructions for
deploying Aviatrix Controller followed by deployment of AWS Transit Gateway, using the
Aviatrix Orchestrator for AWS Transit Gateway.
This Quick Start uses AWS application programming interface (APIs) to automatically
deploy an Aviatrix Controller for orchestrating AWS Transit Gateway in a new or existing
virtual private cloud (VPC). You can securely connect to VPCs in the AWS Cloud, and access
your Amazon Elastic Compute Cloud (Amazon EC2) instances, applications, and services.
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This Quick Start is for users who manage a large number of VPCs and who want to use AWS
Transit Gateway for connecting their VPCs.

Aviatrix Controller
Aviatrix Controller is a centralized control plane for orchestration and management of
various networking and connectivity solutions on AWS. One of the major features of
Aviatrix Controller is the Aviatrix Orchestrator, which orchestrates and manages end-toend connectivity by using AWS Transit Gateway.

Aviatrix Orchestrator for AWS Transit Gateway on AWS
AWS Transit Gateway simplifies VPC-to-VPC connections and consolidates edge
connections. In addition, AWS Transit Gateway introduces the concept of route tables and
route table propagation. By using these route tables, you can segment your VPC
connections based on pre-defined trust boundaries.
The Aviatrix Orchestrator helps you build the Next-Gen Transit Network with AWS Transit
Gateway. It complements the transit gateway constructs and does the following:


Orchestrates VPC-to-VPC and on-premises- to-VPC connectivity via AWS Transit
Gateway.



Creates security boundaries between groups of VPCs for network segmentation.



Provides integration of AWS Transit Gateway, AWS Direct Connect, and the internet.



Provides a high-performance hybrid network for connecting to on-premises networks.

Once you’ve used this Quick Start to deploy the Aviatrix Controller in one of your VPCs,
follow the Transit Gateway Orchestrator workflow to build a Next Gen Transit Network
with AWS Transit Gateway.
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Benefits of the Aviatrix Orchestrator for AWS Transit Gateway
The Aviatrix Orchestrator provides a Next Gen Transit Network solution, and offers the
following benefits:


Simplicity. The Aviatrix Orchestrator automates route propagation in the transit
gateway deployment. AWS Transit Gateway doesn’t automatically propagate routes to
spoke VPCs or across different route tables. Manual administrator intervention is
required to ensure routes are correctly advertised in different places. Therefore, the
Aviatrix Orchestrator for AWS Transit Gateway manages route propagation for transit
gateways end-to-end.



Network segmentation. With the hub-and-spoke configuration nature of AWS
Transit Gateway comes a need to define connection policy. Transit gateway route tables
offer a great way of providing logical isolation. Aviatrix uses these route tables to help
AWS customers create logical boundaries (security domains) and define connectivity
policy among these domains.



Next Gen Firewall for transit gateway. Aviatrix Firewall Network automates
deployment and management of networking elements required to use a Next Gen
Firewall for inspections of traffic between VPC-to-VPC, VPC-to-on-premises networks,
and egress/ingress.



Multi-account management. Within a single platform that supports VPCs and
transit gateways across AWS accounts, Aviatrix drastically reduces complexities
resulting from management of transit gateway connectivity across multiple accounts.



Hybrid cloud connectivity. AWS Transit Gateway provides connectivity to onpremises networks via IPsec VPN or an AWS Direct Connect gateway. With the Aviatrix
Orchestrator, AWS Direct Connect customers can orchestrate this connectivity through
Aviatrix Controller. Also, AWS Direct Connect users can use Aviatrix Insane Mode to
circumvent route propagation limitations of an AWS Direct Connect gateway, by using a
high performance, encrypted connection over AWS Direct Connect.



Transit gateway connection across regions. Aviatrix allows two or more transit
gateways in the same or different regions to connect via Aviatrix transit gateway
peering. Aviatrix connects and propagates routes between transit gateways for end-toend connectivity across all regions.



Stateful firewall. When Aviatrix gateways are added to the architecture, Aviatrix
stateful firewall can be used to enforce connectivity policies in any direction.
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Cost and licenses
You are responsible for the cost of the AWS services used while running this Quick Start
reference deployment. There is no additional cost for using the Quick Start.
The AWS CloudFormation template for this Quick Start includes configuration parameters
that you can customize. Some of these settings, such as instance type, will affect the cost of
deployment. For cost estimates, see the pricing pages for each AWS service you will be
using. Prices are subject to change.
Tip After you deploy the Quick Start, we recommend that you enable the AWS Cost
and Usage Report to track costs associated with the Quick Start. This report delivers
billing metrics to an S3 bucket in your account. It provides cost estimates based on
usage throughout each month, and finalizes the data at the end of the month. For
more information about the report, see the AWS documentation.
Aviatrix Controller offers metered licensing through AWS Marketplace. The Quick Start
requires a subscription to the Amazon Machine Image (AMI) for the Aviatrix Controller,
which is available from AWS Marketplace, and additional pricing, terms, and conditions
may apply. For instructions, see step 2 in the deployment section.

Architecture
This Quick Start sets up an Aviatrix Orchestrator service that includes the Aviatrix
Controller in a highly available configuration. You can deploy the controller in a new VPC or
use an existing VPC.
Deploying this Quick Start for a new VPC with default parameters builds the following
environment in the AWS Cloud.
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This architecture diagram shows the end-to-end solution, which includes:


The Aviatrix Controller



AWS Transit Gateway, spoke VPCs, and high availability (HA) Aviatrix gateway at the
edge.

The Aviatrix Controller deploys the Aviatrix gateway in the edge VPC and configures the
connection to on premises networks. The Aviatrix Controller provides a user-friendly
workflow for centrally planning, building, testing, and auditing spoke VPCs.
The Quick Start sets up the following:


An Aviatrix Orchestrator service that includes the Aviatrix Controller in a highly
available configuration that spans two Availability Zones. You can deploy the controller
in a new VPC or use an existing VPC.



A VPC configured with public and private subnets according to AWS best practices, to
provide you with your own virtual network on AWS.



Fundamental components shown in Figure 2.
–

An Amazon Elastic Compute Cloud (Amazon EC2) instance for the Aviatrix
Controller.

–

An Aviatrix security group (named AviatrixSecurityGroup).

–

An Elastic IP address assigned to the Aviatrix Controller.

–

An AWS Identity and Access Management (IAM) EC2 role and attached policy.

–

An IAM App role and attached policy.

–

AWS Key Management Service (AWS KMS).

Figure 2: Quick Start components of Aviatrix Orchestrator for AWS Transit Gateway
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Planning the deployment
Specialized knowledge
This deployment guide requires a moderate level of familiarity with AWS services. If you’re
new to AWS, visit the Getting Started Resource Center and the AWS Training and
Certification website for materials and programs that can help you develop the skills to
design, deploy, and operate your infrastructure and applications on the AWS Cloud.

AWS account
If you don’t already have an AWS account, create one at https://aws.amazon.com by
following the on-screen instructions. Part of the sign-up process involves receiving a phone
call and entering a PIN using the phone keypad.
Your AWS account is automatically signed up for all AWS services. You are charged only for
the services you use.

Technical requirements
Before you launch the Quick Start, your account must be configured as specified in the
following table. Otherwise, deployment might fail.
Resources

If necessary, request service limit increases for the following resources. You might
need to do this if you already have an existing deployment that uses these
resources, and you think you might exceed the default limits with this
deployment. For default limits, see the AWS documentation.
AWS Trusted Advisor offers a service limits check that displays your usage and
limits for some aspects of some services.
Resource
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VPCs

1

Elastic IP addresses

1

IAM security policies

2

IAM roles

2

Auto Scaling groups

0

Application Load
Balancers

0

Network Load
Balancers

0

t2.large instances

1
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Regions

This deployment includes AWS Transit Gateway. For a current list of supported
regions, see AWS Transit Gateway FAQ in the AWS documentation.

Key pair

Make sure that at least one Amazon EC2 key pair exists in your AWS account in
the region where you are planning to deploy the Quick Start. Make note of the key
pair name. You’ll be prompted for this information during deployment. To create
a key pair, follow the instructions in the AWS documentation.
If you’re deploying the Quick Start for testing or proof-of-concept purposes, we
recommend that you create a new key pair instead of specifying a key pair that’s
already being used by a production instance.

IAM permissions

To deploy the Quick Start, you must log in to the AWS Management Console with
IAM permissions for the resources and actions the templates will deploy. The
AdministratorAccess managed policy within IAM provides sufficient permissions,
although your organization may choose to use a custom policy with more
restrictions.

S3 buckets

Unique S3 bucket names are automatically generated based on the account
number and region. If you delete a stack, the logging buckets are not deleted
(to support security review). If you plan to re-deploy this Quick Start in the same
region, you must first manually delete the S3 buckets that were created during the
previous deployment; otherwise, the re-deployment will fail.

You can configure the IAM roles for the primary AWS account in one of the following ways:


If this is the first time you’re launching the Aviatrix Controller, this Quick Start creates
the required IAM roles. See Quick Start deployment option 1 and option 2.



If the required IAM roles already exist, select aviatrix-role-ec2 in the Quick Start
deployment option 1 and option 2.
Important If you have existing IAM roles, make sure they are up to date.

Deployment options
This Quick Start provides two deployment options:


Deploy the Aviatrix Controller into a new VPC (end-to-end deployment). This
option builds a new AWS environment consisting of a VPC, subnets, internet
gateway, default route, and other infrastructure components, and then deploys an
Aviatrix Controller.



Deploy the Aviatrix Controller into an existing VPC. This option provisions
an Aviatrix Controller into an existing VPC.

The Quick Start provides separate templates for these options. It also lets you configure
CIDR blocks, instance types, and Aviatrix settings, as discussed later in this guide.
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Note The Aviatrix Controller is normally deployed in a shared-services VPC where
your DevOps and management tools and services are hosted.

Deployment steps
Step 1. Sign in to your AWS account
1. Sign in to your AWS account at https://aws.amazon.com with an IAM user role that has
the necessary permissions. For details, see Planning the deployment earlier in this
guide.
2. Make sure that your AWS account is configured correctly, as discussed in the Technical
requirements section.

Step 2. Subscribe to the Aviatrix AMI
This Quick Start requires a subscription to the AMI for Aviatrix in AWS Marketplace.
1. Sign in to your AWS account.
2. Open the page for the Aviatrix Secure Networking Platform PAYG - Metered. , and then
choose Continue to Subscribe, as shown in the following figure. For more
information about this option, see Cost and licenses earlier in this guide.

Figure 3: Subscribing to the AMI, with the required license
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3. On the Subscribe to this software page, read the license agreement, and then choose
Accept Terms, as shown in the following figure.

Figure 4: Subscribing to the AMI—Accept Terms

You will get a confirmation page, and an email confirmation will be sent to the account
owner. For detailed subscription instructions, see the AWS Marketplace documentation.
4. When the subscription process is complete, exit out of AWS Marketplace without
further action. Do not provision the software from AWS Marketplace—the Quick Start
will deploy the AMI for you.

Step 3. Launch the Quick Start
Notes The instructions in this section reflect the older version of the AWS
CloudFormation console. If you’re using the redesigned console, some of the user
interface elements might be different.
You are responsible for the cost of the AWS services used while running this Quick
Start reference deployment. There is no additional cost for using this Quick Start.
For full details, see the pricing pages for each AWS service you will be using in this
Quick Start. Prices are subject to change.
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1. Sign in to your AWS account, and choose one of the following options to launch the
AWS CloudFormation template. For help choosing an option, see deployment options
earlier in this guide.

Deploy

• new VPC
• workload

Deploy Aviatrix Controller into a
new VPC on AWS

Deploy

• workload only

Deploy Aviatrix Controller into an
existing VPC on AWS

Important If you’re deploying the Aviatrix Controller into an existing VPC, make
sure that your VPC has two private subnets in different Availability Zones for the
workload instances, and that the subnets aren’t shared. This Quick Start doesn’t
support shared subnets. These subnets require NAT gateways in their route tables, to
allow the instances to download packages and software without exposing them to the
internet. You will also need the domain name option configured in the DHCP options
as explained in the Amazon VPC documentation. You will be prompted for your VPC
settings when you launch the Quick Start.
Each deployment takes about 10 minutes to complete.
2. Check the region that’s displayed in the upper-right corner of the navigation bar, and
change it if necessary. This is where the network infrastructure for the Aviatrix
Controller will be built. The template is launched in the US East (N. Virginia) Region by
default.
3. On the Select Template page, keep the default setting for the template URL, and then
choose Next.
4. On the Specify Details page, change the stack name if needed. Review the parameters
for the template. Provide values for the parameters that require input. For all other
parameters, review the default settings and customize them as necessary.
In the following tables, parameters are listed by category and described separately for
the two deployment options:
–

Parameters for deploying the Aviatrix Controller into a new VPC

–

Parameters for deploying the Aviatrix Controller into an existing VPC

When you finish reviewing and customizing the parameters, choose Next.
Page 12 of 28

Amazon Web Services – Aviatrix Orchestrator for AWS Transit Gateway on the AWS Cloud

May 2019

OPTION 1: PARAMETERS FOR DEPLOYING THE AVIATRIX CONTROLLER INTO A NEW VPC
View template
Network Configuration:
Parameter label
(name)

Default

Description

VPC CIDR
(VPCCIDR)

10.0.0.0/16

The CIDR block for the VPC.

Public Subnet 1 CIDR
(PublicSubnet1CIDR)

10.0.10.0/24

The CIDR block for the public (DMZ) subnet located in
Availability Zone 1. This is where the Aviatrix Controller will be
deployed.

Public Subnet 2 CIDR
(PublicSubnet2CIDR)

10.0.20.0/24

The CIDR block for the public (DMZ) subnet located in
Availability Zone 2. This is where the high availability hub
gateway will be deployed.

Availability Zones
(AvailabilityZones)

Requires input

The list of Availability Zones to use for the subnets in the VPC.
The Quick Start uses two Availability Zones from your list and
preserves the logical order you specify.

Amazon EC2 Configuration:
Parameter label
(name)

Default

Description

Key Pair

Requires input

A public/private key pair, which allows you to connect securely
to the Aviatrix Controller instance after it launches. When you
created an AWS account, this is the key pair you created in your
preferred region.

t2.large

The instance size for the controller. The default is t2.large.

(KeyNameParam)

Aviatrix Controller
Instance Type
(InstanceTypeParam)

IAM Roles:
Parameter label
(name)

Default

Description

Create the IAM Roles
(IAMRoleParam)

New

Determine if IAM roles aviatrix-role-ec2 and aviatrix-role-app
should be created. Select New if an Aviatrix IAM role has not
been created (first-time launch). Select aviatrix-role-ec2 if
there is already an Aviatrix IAM role created.
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AWS Quick Start Configuration:
Parameter label
(name)

Default

Description

Quick Start S3 Bucket
Name
(QSS3BucketName)

aws-quickstart

The S3 bucket you have created for your copy of Quick Start
assets, if you decide to customize or extend the Quick Start for
your own use. The bucket name can include numbers, lowercase
letters, uppercase letters, and hyphens, but should not start or
end with a hyphen.

Quick Start S3 Key
Prefix
(QSS3KeyPrefix)

quickstart-aviatrix- The S3 key name prefix used to simulate a folder for your copy
controller/
of Quick Start assets, if you decide to customize or extend the
Quick Start for your own use. This prefix can include numbers,
lowercase letters, uppercase letters, hyphens, and forward
slashes.

OPTION 2: PARAMETERS FOR DEPLOYING THE AVIATRIX CONTROLLER INTO AN EXISTING
VPC
View template
Network Configuration:
Parameter label
(name)

Default

Description

VPC ID
(VPCID)

Requires input

The ID of your existing VPC where the Aviatrix Controller will
be deployed.(e.g., vpc-0343606e)

Public subnet ID
(Subnet1ID)

Requires input

The Aviatrix Controller must be launched on a public subnet.

Amazon EC2 configuration:
Parameter label
(name)

Default

Description

Key Pair
(KeyNameParam)

Requires input

A public/private key pair, which allows you to connect
securely to the Aviatrix Controller instance after it launches.
When you created an AWS account, this is the key pair you
created in your preferred region; see the Technical
requirements section.

Aviatrix Controller
Instance Type
(InstanceTypeParam)

t2.large

The instance size for the controller. The default is t2.large.
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IAM Roles:
Parameter label
(name)

Default

Description

Create the IAM Roles
(IAMRoleParam)

New

Determine if IAM roles aviatrix-role-ec2 and aviatrix-role-app
should be created. Select New if an Aviatrix IAM role has not
been created (first-time launch). Select aviatrix-role-ec2 if
there is already an Aviatrix IAM role created.

5. On the Options page, you can specify tags (key-value pairs) for resources in your stack
and set advanced options. When you’re done, choose Next.
6. On the Review page, review and confirm the template settings. Under Capabilities,
select the check box to acknowledge that the template will create IAM resources.
7. Choose Create to deploy the stack. You may need to refresh the browser or console to
see the status.
8. Monitor the status of the stacks. A primary stack and other nested stacks will be created.
When the status of the stacks is CREATE_COMPLETE, the Aviatrix Orchestrator for
AWS Transit Gateway is ready to be configured.
Note This Quick Start creates the EC2 instance that runs the Aviatrix Controller
AMI. This instance is termination-protected. If you delete the Quick Start stack, you
must manually turn off Termination Protection on the Aviatrix Controller EC2
instance before you delete the AWS CloudFormation stack. You can change
Termination Protection by using the Amazon EC2 console.
9. Choose the primary stack, and then choose the Outputs tab to view the AWS account
ID, and the public and private IPs of the Aviatrix Controller, as shown in Figure 5. You
will need these IP addresses to access the Aviatrix Controller console in the next step.

Figure 5: Stack outputs
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Step 4. Perform the initial setup of Aviatrix Controller
1. Use the public address of the controller (AviatrixControllerEIP=x.x.x.x) in your web
browser to access the Aviatrix Controller console (https://x.x.x.x/). You can see the
public address of the controller in the Outputs tab (shown in Figure 5).
Note To access the site, you must prefix the IP address with https://.
Also, because a new instance was just created, you will see a browser message that
says “Your connection is not private.” This message appears because there’s a selfsigned Secure Sockets Layer (SSL) certificate on your new instance. You can ignore
this warning. Depending on your browser, you might need to choose Advanced >
Proceed or Show Details > Visit this website. Later, you can remove this
warning by uploading your own signed certificates.
2. Use the default user name admin and your controller’s private IP address “x.x.x.x”
(AviatrixControllerPrivateIP) as the password to log in to your controller. You can see
the private IP address of the controller in the primary Outputs tab (shown in Figure 5).
Enter your email address, similar to Figure 6. This email is used for alerts and password
recovery (if needed).

Figure 6: Entering the email address for password recovery
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3. Change your administrator password, as shown in Figure 7.

Figure 7: Changing the default password

4. Choose Skip, as shown in Figure 8, unless the controller instance VPC has an HTTP or
HTTPS proxy configured for internet access.
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Figure 8: Configuring the proxy server

5. Choose Run, as shown in Figure 9. The controller will upgrade to the latest software
version. Wait for about 3-5 minutes for the process to finish.

Figure 9: Performing initial setup

Note Once the controller upgrade is complete, the login prompt will appear. Use
the user name “admin” and your new password to log in.
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Step 5. Create a primary access account
1. Once logged back in to the Aviatrix Controller, you will be on the Onboarding page.
Otherwise, on the navigation bar, choose Onboarding.
The Onboarding page is where you set up the Aviatrix primary access account. This
setup gives permissions to the Aviatrix Controller to configure the cloud networking
within that public cloud provider, including deploying Aviatrix gateways. You then
operate the Aviatrix Controller via the Aviatrix Controller console or REST APIs. For
more information about Aviatrix accounts, see Onboarding and Account FAQs in the
Aviatrix documentation.
2. Select AWS.

3. Set up a primary access account. The primary access account contains the AWS account
credential of the controller instance.
For more information about the Aviatrix access account, see What is an Aviatrix access
account on the Controller? in the Aviatrix documentation.
a. Fill out the fields as shown in the following table:
Field

Expected Value

Account Name

Enter a unique name—for example, AWSOpsTeam.

Controller’s AWS Account Number

The controller instance’s 12-digit AWS account number. You can find
this in the Outputs section (as shown in Figure 5).

IAM role-based

Select this box.
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b. At the bottom of the Create Primary Access Account form, choose Create, as
shown in Figure 10.

Figure 10: Creating the primary access account

Note If the Aviatrix Controller needs to build connectivity in AWS accounts that
are different from the Aviatrix Controller instance’s AWS account, you must create
secondary access accounts. To create a secondary access account on the controller
and to create IAM roles, policies, and establish trust relationship to the primary AWS
account, see IAM Roles for Secondary Access Accounts.

Step 6: Deploy the Aviatrix Orchestrator
PLANNING AND PREREQUISITES
Identify the region where you want to create your transit gateway.
Important The following steps assume that you have already set up an Aviatrix
Controller by using this Quick Start.
To plan and create a Next Gen Transit Network with AWS Transit Gateway:
1. Log in to your Aviatrix Controller.
2. On the left navigation bar, choose TGW Orchestrator, and then choose Plan.
The Plan stage is the first stage in deploying a Next Gen Transit Network by using AWS
Transit Gateway. In this stage, you create the transit gateway (this step), create a
security domain, and build your domain connection policies.
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Create the transit gateway, as indicated in the following figures and table.
This step creates the transit gateway in a specified region with a specified AWS account.
The Aviatrix Controller also automatically creates the default domain, the shared service
domain, the Aviatrix edge domain, and the corresponding AWS Transit Gateway route
tables. The three domains are connected. If you attach a VPC to the default domain or
shared service domain, the VPCs can communicate with each other and can access onpremises networks through the Aviatrix edge domain.

Figure 11: Creating the transit gateway
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Setting

Value

Account name

An Aviatrix account that corresponds to an IAM role or
account in AWS.

Region

One of the AWS Regions.

AWS Transit Gateway name

The name of the AWS Transit Gateway.

AWS Side AS Number

The default AS number is 64512. This field isn’t used
currently.

3. Create a new security domain, as indicated in the following figures and table.
You can make changes to your network segmentation at any time. If you plan to build a
segmented network, see the Aviatrix documentation to create a new security domain
and set up connection policies.
In the following example, a new domain called prod_domain is created.

Figure 12: Creating a security domain
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AWS Transit Gateway name

The name of the AWS Transit Gateway.

Security domain Name

Specify a unique domain name. For example,
Dev_Domain.
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4. Build your domain connection policies.
This step specifies the connection relationship of one domain to others. Two connected
domains imply that VPCs in each domain can communicate with each other, despite
being in different domains. The Aviatrix Controller takes care of both VPC route table
and AWS Transit Gateway route table programming and updates.
Highlight a domain on the left panel, and then choose Add. The domain will appear to
the right.
In the following example, the newly created prod_domain in step 2 is connected to the
Aviatrix_Edge_Domain, so that VPCs in the prod_domain can communicate with onpremises servers and hosts.

Figure 13: Select the transit gateway
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Continuing from the preceding example, you can connect prod_domain to
Shared_Service_domain, as shown in the following figure.

Figure 14: Add domains to connect to

If you want to set up hybrid, multi-region or multi-cloud connections, follow the
Orchestrator for Transit Gateway workflow steps 4, 5, and 6. It sets up connections to an
on-premises data center over AWS Direct Connect or the internet.
After you complete the configuration steps in the Plan stage, proceed to the Build stage to
attach VPCs.

Best practices for using Aviatrix on AWS
Backups
When you deploy the Aviatrix Orchestrator for AWS Transit Gateway on AWS, the Aviatrix
Controller is not in the data path because packet processing and encryption are handled by
the Aviatrix gateways.
When the Aviatrix Controller is down or out of service, your network will continue to be
operational, and encrypted tunnels and OpenVPN users will stay connected. Because most
of the data logs are forwarded directly from the gateways, the loss of log information from
the Aviatrix Controller is minimal.
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This loosely coupled relationship between the Aviatrix Controller and gateways reduces the
impact of controller availability issues and simplifies your infrastructure. The Aviatrix
Controller stores configuration data and should be periodically backed up to the
appropriate AWS account. If a replacement controller is launched, you can restore the
configuration data from your backup. For more information, see the Aviatrix
documentation.

Security
The Aviatrix Controller is secured by exposing only the necessary ports (TCP 443). Each
gateway that the Aviatrix Controller creates can communicate only with other gateways
(using UDP 500 and 4500) and the Aviatrix Controller (using TCP 22 and 443). Aviatrix
provides software and patch updates. For more information, contact Aviatrix at
info@aviatrix.com.
All peering connections are secured by using IPsec encryption.

Support
Aviatrix provides customer support for all components. Contact support@aviatrix.com for
assistance.

Troubleshooting
Q. I encountered a CREATE_FAILED error when I launched the Quick Start.
A. If AWS CloudFormation fails to create the stack, we recommend that you relaunch the
template with Rollback on failure set to No. (This setting is under Advanced in the
AWS CloudFormation console, Options page.) With this setting, the stack’s state will be
retained and the instance will be left running, so you can troubleshoot the issue. (Look at
the log files in %ProgramFiles%\Amazon\EC2ConfigService and C:\cfn\log.)
Important When you set Rollback on failure to No, you will continue to incur
AWS charges for this stack. Please make sure to delete the stack when you finish
troubleshooting.
For additional information, see Troubleshooting AWS CloudFormation on the AWS
website.
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Q. I encountered a size limitation error when I deployed the AWS CloudFormation
templates.
A. We recommend that you launch the Quick Start templates from the links in this guide or
from another S3 bucket. If you deploy the templates from a local copy on your computer or
from a non-S3 location, you might encounter template size limitations when you create the
stack. For more information about AWS CloudFormation limits, see the AWS
documentation.

Send us feedback
To post feedback, submit feature ideas, or report bugs, use the Issues section of the
GitHub repository for this Quick Start. If you’d like to submit code, please review the Quick
Start Contributor’s Guide.

Additional resources
AWS services


Amazon EC2
https://aws.amazon.com/documentation/ec2/



Amazon VPC
https://aws.amazon.com/documentation/vpc/



AWS CloudFormation
https://aws.amazon.com/documentation/cloudformation/

Aviatrix documentation


Aviatrix website
https://www.aviatrix.com/



Aviatrix product documentation
https://docs.aviatrix.com/

Quick Start reference deployments


AWS Quick Start home page
https://aws.amazon.com/quickstart/
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