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This Quick Start was created by CloudBees Inc. in collaboration with Amazon Web Services
(AWS).
Quick Starts are automated reference deployments that use AWS CloudFormation
templates to deploy key technologies on AWS, following AWS best practices.

Overview
CloudBees CI offers a modern continuous integration and continuous delivery (CI/CD)
solution based on Jenkins. Available on AWS, CloudBees CI can run and scale on
Kubernetes platforms, like Amazon Elastic Kubernetes Service (Amazon EKS). CloudBees
CI includes Operations Center, which enables administrators to quickly provision Managed
Masters for each development team. Each Managed Master has the Kubernetes plugin preinstalled, so it can use Kubernetes to launch agent pods that run CI/CD workloads.
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This Quick Start provides a turnkey installation of CloudBees CI on Amazon EKS and
demonstrates architectural best practices like automatic scaling, segregation of agent
workloads, and Kubernetes-native integration with Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances. This integration is achieved by dividing the Amazon EKS
cluster into three partitions:


The first partition runs Operations Center and Managed Masters on EC2 on-demand
instances.



The second partition runs regular agents on EC2 on-demand instances.



The third partition runs Spot agents on EC2 Spot Instances.

Each partition resides in its own Amazon EC2 Auto Scaling group to scale independently of
other partitions. The Spot partition uses an Auto Scaling group with multiple instance types
to support a more diversified Spot fleet, which increases Spot Instance availability and
uptime. Although Spot Instance requests are not guaranteed and in-use Spot Instances may
be reclaimed abruptly, running certain CI/CD workloads on Spot Instances can save up to
50–90 percent on compute costs.
Note: This reference deployment uses the Amazon EKS Quick Start as a foundation
to provide a fully managed, highly available, and certified Kubernetes-conformant
control plane for CloudBees CI.
Please know that we may share who uses AWS Quick Starts with the AWS Partner Network
(APN) Partner that collaborated with AWS on the content of the Quick Start.

CloudBees CI on AWS
After you deploy this Quick Start, you can integrate CloudBees CI more deeply with AWS by
using plugins. For more information, search for AWS and Amazon in the Jenkins Plugins
Index. For CloudBees CI examples, refer to the Getting started with CloudBees CI section in
this guide.

Cost and licenses
You are responsible for the cost of the AWS services used while running this Quick Start
reference deployment. There is no additional cost for using the Quick Start.
The AWS CloudFormation template for this Quick Start includes customizable
configuration parameters. Some of these settings, such as instance type, affect the cost of
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deployment. For cost estimates, see the pricing pages for each AWS service you use. Prices
are subject to change.
Tip: After you deploy the Quick Start, enable the AWS Cost and Usage Report to
track costs associated with the Quick Start. This report delivers billing metrics to an
Amazon Simple Storage Service (Amazon S3) bucket in your account and provides
cost estimates based on usage throughout each month and finalizes the data at the
end of the month. For more information, see the AWS documentation.
After you deploy the Quick Start, you can request a free, 15-day trial license for CloudBees
by choosing Request a trial license in the CloudBees CI Cloud Operations Center. For
purchasing information, submit a pricing request through the CloudBees website.

Architecture
Deploying this Quick Start for a new virtual private cloud (VPC) with default parameters
builds the following CloudBees CI environment in the AWS Cloud.

Figure 1: Quick Start architecture for CloudBees CI on AWS
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The Quick Start sets up the following:


A highly available architecture that spans three Availability Zones.*



A VPC configured with three public and three private subnets (one public and one
private subnet in each Availability Zone).*



In the public subnets:



–

Managed NAT gateways to allow outbound internet access for resources in the
private subnets.*

–

A Linux bastion host in an Auto Scaling group, to allow inbound Secure Shell
(SSH) access to the Amazon EKS nodes in the private subnets.*

In the private subnets, the following Amazon EKS nodes in Auto Scaling groups:
–

Three CloudBees CI master nodes.

–

Three CloudBees CI regular agent nodes.

–

Three CloudBees CI Spot agent nodes. These nodes are in an Auto Scaling group
that is configured for multiple instance types.



Helm and kubectl installed and configured on the bastion host.



CloudBees CI installed on Amazon EKS as a Kubernetes StatefulSet.



An Amazon Elastic File System (Amazon EFS) file system and efs-provisioner for
Multi-AZ file storage. You can configure the Quick Start to use Amazon Elastic Block
Store (Amazon EBS) instead of Amazon EFS. For more information, see the Data
storage options section.

* The template that deploys the Quick Start into an existing VPC skips the components
marked by asterisks and prompts you for your existing VPC configuration.

Helm
Note: In March 2020, the Quick Start was updated to use Helm as the means to
install CloudBees CI into Amazon EKS. The use of Helm provides greater
compatibility with AWS CloudFormation and reduced code maintenance. The
manifests are now encapsulated by the CloudBees CI Helm chart, and the Quick
Start points to a version of the Helm chart, which is released by CloudBees.
The CloudBees CI Helm chart has a values.yaml file, which supports several configuration
options (values). For example, the OperationsCenter.HostName value gives Operations
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Center a user-friendly Domain Name System (DNS) name, like cloudbees-ci.example.com,
instead of using the default Load Balancer URL. Since everyone who uses this value has a
different DNS name, it must be configurable using AWS CloudFormation. While it is
possible to expose every Helm value as an AWS CloudFormation parameter, it would be
difficult to maintain, so CloudBees contributed a new feature, the CustomValueYaml
property, to the Amazon EKS Quick Start framework.
The Helm values found under ValueYaml in the workload template are internal Helm
values. These are defaults that are safe to include in AWS CloudFormation templates
because they apply to every installation and users don’t need to modify them. CloudBees
added (in collaboration with AWS) the CustomValueYaml property. This property is exposed
to end users as an AWS CloudFormation parameter, and it expects an Amazon S3 or HTTP
URL that contains custom Helm values in the regular values.yaml format. Custom Helm
values are merged with internal Helm values during Helm operations such as install and
upgrade, which are executed by AWS Lambda when the Quick Start is installed or
upgraded. The CustomValueYaml feature allows users to maintain Helm customizations
separate from the Quick Start by using a single AWS CloudFormation parameter.

Automatic scaling
The Quick Start places all Amazon EKS nodes in Auto Scaling groups, but it doesn’t install
the Kubernetes Cluster Autoscaler by default. The Cluster Autoscaler provides automatic
scale-up and scale-down by allowing Kubernetes to modify the Amazon EC2 Auto Scaling
groups. For example, scale-up occurs when a pod is launched but Kubernetes finds that
there is insufficient CPU or memory to run the pod. You can install the Cluster Autoscaler
manually after you deploy the Quick Start. You can also scale your instances up and down
manually by modifying the Desired Capacity and Max for each node group in the
Amazon EC2 console.

Spot integration
The Spot agents partition uses an Auto Scaling group that allows multiple Amazon EC2
instance types to be launched into the same group. This makes it possible to create a
diversified pool of Spot Instances without additional configuration. Due to limitations with
the Cluster Autoscaler at the time of this writing, we recommend using Spot Instances of
the same CPU and memory in the Spot partition. The default instance types are m4.large,
m5.large, m5a.large, and m5d.large. Each instance type has 2 CPUs and 8 GiB of memory.
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Agent pods that run on the Spot agents partition are terminated and disconnected from a
Managed Master when a Spot Instance is reclaimed; they are not recovered or restarted
automatically.
Important: We strongly recommend running mission-critical workloads on the
regular agents partition.
Currently, Spot interruption events can be identified by the following:


The agent appears offline in the user interface and is removed automatically thereafter.



The build ends with a status of ABORTED.



The build log contains the following messages:


Cannot contact agentName: java.lang.InterruptedException



Agent agentName was deleted; canceling node body



Could not connect to agentName to send interrupt signal to process



Agent was removed

If you experience different behavior, we recommend upgrading your kubernetes and
durable-task plugins to the latest versions.

Agent segregation
CloudBees CI uses the Kubernetes plugin to launch agent pods that process CI/CD
workloads, such as building, testing, and deploying an application. Due to the spiky and
resource-intensive nature of agents, Masters and Agents should be scaled independently of
each other.
The Quick Start achieves independent scaling with a combination of Auto Scaling groups
and Kubernetes labels and taints. The use of Auto Scaling groups was covered earlier in this
guide. Labels are used to identify each Kubernetes node. For example, each master node is
labeled with partition=masters, and each Spot agents node is labeled with
partition=spot-agents. Taints are used for anti-affinity and are applied only to the agent
pools. When a Managed Master is launched with default settings in Operations Center, the
Managed Master is always scheduled onto a master node, where there are no taints. Agent
pods run in the master node pool by default, but can run either on the regular agents or on
the Spot agents node pool via configuration settings, as covered in the Targeting agent pools
from a pipeline section.
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Planning the deployment
Specialized knowledge
This Quick Start assumes familiarity with containers and Kubernetes. It also requires a
moderate level of familiarity with AWS services. If you’re new to AWS, visit the Getting
Started Resource Center and the AWS Training and Certification website for materials and
programs that can help you develop the skills to design, deploy, and operate your
infrastructure and applications on the AWS Cloud. For more information about AWS
services used in this Quick Start, see Additional resources.

AWS account
If you don’t already have an AWS account, create one at https://aws.amazon.com by
following the on-screen instructions. Part of the sign-up process involves receiving a phone
call and entering a PIN using the phone keypad.
Your AWS account is automatically signed up for all AWS services. You are charged only for
the services you use.

Technical requirements
By default, the Quick Start creates an Elastic Load Balancing (ELB) load balancer and
outputs its HTTP DNS into the base CloudBees CI stack. This is how you initially access
CloudBees CI (specifically, Operations Center) after you deploy the Quick Start.
If you have a domain name available (for example, http://cloudbees-ci.mycompany.com),
you can use it with this Quick Start, but it’s not required during installation. To supply a
domain name (OperationsCenter.HostName Helm value), refer to the custom-values feature
in the Helm section. For more information, see Using Helm to install CloudBees CI with
HTTPS support.
Before you launch the Quick Start, your account must be configured as specified in the
following table. Otherwise, deployment might fail.
Area

Requirement

Resources

If necessary, request service quota increases for the following resources. You might do
this if an existing deployment uses these resources and you exceed the default quotas
with this deployment. The Service Quotas console displays your usage and quotas for
some aspects of some services. For more information, see the AWS documentation.
AWS Trusted Advisor offers a service quotas check that displays your usage and limits
for some aspects of some services.
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This deployment uses

VPCs

1

Elastic IP addresses

4

Security groups

9

IAM roles

13

Auto Scaling groups

4

ELB load balancers

1

r5.xlarge instances

3

m5.large instances

3

t2.micro instances

1

Spot Instances
(m4.large, m5.large,
m5a.large, m5d.large)

3

Regions

This deployment includes Amazon EKS and M5a/M5d instance types, which aren’t
currently supported in all AWS Regions. See the current list of supported Regions for
Amazon EKS and M4 instances on the AWS website.

Key pair

Ensure that at least one Amazon EC2 key pair exists in your AWS account in the Region
where you are planning to deploy the Quick Start. Make note of the key pair name. You
are prompted for this information during deployment. To create a key pair, follow the
instructions in the AWS documentation.
If you deploy this Quick Start for testing or proof-of-concept purposes, we recommend
that you create a new key pair instead of specifying a key pair that’s already being used
by a production instance.

IAM permissions

To deploy the Quick Start, you must log in to the AWS Management Console with IAM
permissions for the resources and actions the templates deploy. The
AdministratorAccess managed policy within IAM provides sufficient permissions,
although your organization may use a custom policy with more restrictions.

Data storage options
The two main components of CloudBees CI, Operations Center and Managed Masters, use a
file system to persist data. Data is stored in a folder called Jenkins Home, located at
/var/jenkins_home. The Quick Start offers two choices for data storage: Amazon EBS and
Amazon EFS (default).
Amazon EBS volumes are scoped to a particular Availability Zone in order to offer highspeed, low-latency access to the EC2 instances they are connected to. If an Availability Zone
fails, an EBS volume becomes inaccessible due to file corruption, or there is a service
outage, the data on these volumes will become inaccessible. Operations Center and
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Managed Master pods require this persistent data and have no mechanism to replicate the
data, so we recommend frequent backups when using Amazon EBS.
You can use the CloudBees backup plugin to perform backups to Amazon Simple Storage
Service (Amazon S3) on a custom schedule. Restoring from a backup is typically performed
manually using the Operations Center user interface. In some cases, Operations Center
itself must be restored. To restore Operations Center, see Restoring from the CloudBees
Backup Plugin. We recommend testing the restore procedure before a real-world failure
occurs.
Amazon EFS file systems are scoped to an AWS Region and can be accessed from any
Availability Zone in the Region the file system was created in. Using Amazon EFS as a
storage class for Operations Center and Managed Masters pods allows pods to be
rescheduled successfully onto healthy nodes in the event of an Availability Zone outage.
Amazon EFS file systems may increase the cost of the deployment compared to the Amazon
EBS option, but provide greater fault tolerance. For more information on pricing, see the
Amazon EBS pricing page and the Amazon EFS pricing page.
Agent pods use Amazon EBS. The default volume size for agent nodes is larger than master
nodes because CI/CD tasks typically generate a lot of data.
Important: Monitor the size of EBS volumes to prevent them from running out of
space. If an EBS volume is low on space, increase its size by following the
instructions in the AWS documentation.
By default, agent pods run on master nodes but can be configured otherwise. The default
EBS volume size for master nodes is minimal because, assuming you choose Amazon EFS
storage, Operations Center and Managed Masters do not store data on Amazon EBS. If you
don’t configure agent pods to run on a separate node pool, the master nodes may quickly
run out of disk space. For more information, see Targeting agent pools from a pipeline.

Deployment options
This Quick Start provides two deployment options:


Deploy CloudBees CI into a new VPC (end-to-end deployment). This option builds
a new AWS environment consisting of the VPC, subnets, NAT gateways, security groups,
bastion hosts, and other infrastructure components. CloudBees CI is then deployed into
this new VPC.
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Deploy CloudBees CI into an existing VPC. This option provisions CloudBees CI
in your existing AWS infrastructure.

The Quick Start templates also let you configure Classless Inter-Domain Routing (CIDR)
blocks, instance types, the initial number of master and agent nodes, and volume sizes, as
discussed in step 2 of the deployment steps.

Deployment steps
Step 1. Sign in to your AWS account
1. Sign in to your AWS account at https://aws.amazon.com with an IAM user role that has
the necessary permissions. For details, see Planning the deployment earlier in this
guide.
2. Ensure that your AWS account is configured correctly, as discussed in the Technical
requirements section.

Step 2. Launch the Quick Start
Note: The instructions in this section reflect the earlier version of the AWS
CloudFormation console. If you’re using the redesigned console, some of the user
interface elements might be different.
You are responsible for the cost of the AWS services used while running this Quick
Start reference deployment. There is no additional cost for using this Quick Start.
For full details, see the pricing pages for each AWS service you use in this Quick
Start. Prices are subject to change.
1. Choose one of the following options to launch the AWS CloudFormation template into
your AWS account. For help with choosing an option, see deployment options, earlier in
this guide.

Deploy

• CloudBees into
a new VPC

Deploy CloudBees CI into a
new VPC on AWS
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Important: If you deploy CloudBees CI into an existing VPC, ensure that your VPC
has three private subnets in different Availability Zones for the Amazon EKS node
instances. These subnets require NAT gateways in their route tables, to allow the
instances to download packages and software without exposing them to the internet.
You must also configure the domain name option in the DHCP, as explained in the
Amazon VPC documentation. You are prompted for your VPC settings when you
launch the Quick Start.
Each deployment takes about 45 minutes to complete.
2. Verify the Region displayed in the upper-right corner of the navigation bar. If necessary,
change the Region. This Region defines where the network infrastructure for CloudBees
is built.
Note: The templates are launched in the US East (N. Virginia) Region by default.
This deployment includes Amazon EKS and M5a/M5d instance types, which aren’t
currently supported in all AWS Regions. See the current list of supported Regions for
Amazon EKS and M4 instances on the AWS website.
3. On the Select Template page, keep the default setting for the template URL, and then
choose Next.
4. On the Specify Details page, change the stack name, if needed. Review the parameters
for the template. Review the default settings and customize them as necessary. Provide
values for the parameters that require input.
In the following tables, parameters are listed by category and described separately for
the two deployment options:
–

Parameters for deploying CloudBees CI into a new VPC

–

Parameters for deploying CloudBees CI into an existing VPC

When you finish reviewing and customizing the parameters, choose Next.
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OPTION 1: PARAMETERS FOR DEPLOYING CLOUDBEES CI INTO A NEW VPC
View template
Security configuration:
Parameter label (name)

Default

Description

SSH key name
(KeyPairName)

Requires input

A key pair that allows you to connect securely to your instance
after it launches. When you created an AWS account, this is
the key pair you created in your preferred Region (see the
Technical requirements section).

Remote access CIDR
(RemoteAccessCIDR)

Requires input

CIDR IP range that is permitted to access the bastion host. Set
this value to a trusted IP range. For example, you might want
to grant only your corporate network access to the software.

Additional EKS admin
ARN (IAM user)
(AdditionalEksAdminUse
rArn)

Optional

IAM user Amazon Resource Name (ARN) to be granted admin
access to the EKS cluster.

Additional EKS admin
ARN (IAM role)
(AdditionalEksAdminUse
rArn)

Optional

IAM role ARN to be granted administrator access to the EKS
cluster.

Network configuration:
Parameter label (name)

Default

Description

Availability Zones
(AvailabilityZones)

Requires input

List of Availability Zones to use for the subnets in the VPC.
The Quick Start uses three Availability Zones from your list
and preserves the logical order you specify.

VPC CIDR
(VPCCIDR)

10.0.0.0/16

CIDR block for the VPC.

Private subnet 1 CIDR
(PrivateSubnet1CIDR)

10.0.0.0/19

CIDR block for the private subnet located in Availability Zone
1.

Private subnet 2 CIDR
(PrivateSubnet2CIDR)

10.0.32.0/19

The CIDR block for the private subnet located in Availability
Zone 2.

Private subnet 3 CIDR
(PrivateSubnet3CIDR)

10.0.64.0/19

The CIDR block for the private subnet located in Availability
Zone 3.

Public subnet 1 CIDR
(PublicSubnet1CIDR)

10.0.128.0/20

The CIDR block for the public subnet located in Availability
Zone 1.

Public subnet 2 CIDR
(PublicSubnet2CIDR)

10.0.144.0/20

The CIDR block for the public subnet located in Availability
Zone 2.

Public subnet 3 CIDR
(PublicSubnet3CIDR)

10.0.160.0/20

The CIDR block for the public subnet located in Availability
Zone 3.
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Parameter label (name)

Default

Description

EKS public access
CIDRs
(EKSPublicAccessCIDRs)

0.0.0.0/0

The public CIDR IP ranges that are permitted to access the
Kubernetes API. These values are only used if
EKSPublicAccessEndpoint is enabled. Can’t contain private IP
ranges.

EKS public access
endpoint
(EKSPublicAccessEndpoi
nt)

Disabled

Configure access to the Kubernetes API server endpoint from
outside of your VPC.

EKS private access
endpoint
(EKSPrivateAccessEndpo
int)

Enabled

Configure access to the Kubernetes API server endpoint from
within your VPC. If this is disabled, EKSPublicAccessEndpoint
must be enabled.

CloudBees CI configuration:
Parameter label (name)

Default

Description

Master nodes instance
type
(MasterNodeInstance
Type)

r5.xlarge

The Amazon EC2 instance type for the masters node group.

Regular agent nodes
instance type
(RegularNodeInstance
Type)

m5.large

The Amazon EC2 instance type for the regular agents node
group.

First Spot agent nodes
instance type
(SpotNodeInstanceType1)

m4.large

The first EC2 instance type for the Spot agents node group.

Second Spot agent
nodes instance type
(SpotNodeInstanceType2)

m5.large

The second EC2 instance type for the Spot agents node group.

Third Spot agent nodes
instance type
(SpotNodeInstanceType3)

m5a.large

The third EC2 instance type for the Spot agents node group.

Fourth Spot agent
nodes instance type
(SpotNodeInstanceType4)

m5d.large

The fourth EC2 instance type for the Spot agents node group.

Number of master
nodes
(NumberOfMasterNodes)

3

The initial number of master node instances to create.

Number of regular
agent nodes
(NumberOfRegularNodes)

3

The initial number of regular agent node instances to create.
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Parameter label (name)

Default

Description

Number of Spot agent
nodes
(NumberOfSpotNodes)

3

The initial number of Spot agent node instances to create.

Master node EBS
volume size
(MasterNodeVolumeSize)

20

The EBS volume size for master node instances, in GiB.

Agent node EBS volume
size
(AgentNodeVolumeSize)

500

The EBS volume size for each agent node instance, in GiB.

Kubernetes version
(KubernetesVersion)

1.15

The Kubernetes control plane version. The supported versions
for this Quick Start are 1.13, 1.14, and 1.15.

Kubernetes Storage
Class Name
(StorageClassName)

aws-efs

Kubernetes Storage Class name to use for JENKINS_HOME
data. Choices are aws-efs (Amazon EFS) or gp2 (Amazon
EBS). WARNING: Amazon EBS doesn't provide high
availability in case of outage of an Availability Zone.

EFS provisioned
throughput
(ProvisionedThroughput
InMibps)

160

Amount of Amazon EFS provisioned throughput in Mibps.
This value is not used when gp2 (Amazon EBS) is selected as
the storage type. The default value (160Mibps) is
recommended.

Link to custom Helm
values
(CustomValueYaml)

Optional

HTTP(S) or Amazon S3 URL that points to raw yaml
containing custom Helm values. Custom values are merged
with internal (AWS CloudFormation) values during Helm
operations such as install and upgrade.

AWS Quick Start configuration:
Note: We recommend that you keep the default settings for the Quick Start S3
bucket name and Quick Start S3 key prefix parameters, unless you are
customizing the Quick Start templates for your own deployment projects. Changing
the settings of these parameters will automatically update code references to point to
a new Quick Start location. For additional details, see the AWS Quick Start
Contributor’s Guide.

Parameter label (name)

Default

Description

Quick Start S3 bucket
name
(QSS3BucketName)

aws-quickstart

The S3 bucket you have created for your copy of Quick Start
assets, if you decide to customize or extend the Quick Start for
your own use. The bucket name can include numbers,
lowercase letters, uppercase letters, and hyphens, but should
not start or end with a hyphen.
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Parameter label (name)

Default

Description

Quick Start S3 key
prefix
(QSS3KeyPrefix)

quickstartcloudbees-core/

The S3 key name prefix used to simulate a folder for your copy
of Quick Start assets, if you decide to customize or extend the
Quick Start for your own use. This prefix can include
numbers, lowercase letters, uppercase letters, hyphens, and
forward slashes.

Lambda zips bucket
name
(LambdaZipsBucketName)

Optional

The name of the S3 bucket where the AWS Lambda .zip files
should be placed. If you leave this parameter blank, the Quick
Start will create an S3 bucket for the .zip files.

OPTION 2: PARAMETERS FOR DEPLOYING CLOUDBEES CI INTO AN EXISTING VPC
View template
Security configuration:
Parameter label (name)

Default

Description

SSH key name
(KeyPairName)

Requires input

A public/private key pair, which allows you to connect
securely to your instance after it launches. When you created
an AWS account, this is the key pair you created in your
preferred Region (see the Technical Requirements section).

Remote access CIDR
(RemoteAccessCIDR)

Requires input

The CIDR IP range that is permitted to access the bastion
host. Set this value to a trusted IP range. For example, you
might want to grant only your corporate network access to the
software. Setting this parameter to 0.0.0.0/0 opens SSH
access to the bastion host from any source address.

Additional EKS
administrator ARN
(IAM user)
(AdditionalEksAdmin
UserArn)

Optional

IAM user ARN to be granted admin access to the EKS cluster.

Additional EKS
administrator ARN
(IAM role)
(AdditionalEksAdmin
UserArn)

Optional

IAM role ARN to be granted administrator access to the EKS
cluster.

Network configuration:
Parameter label (name)

Default

Description

VPC ID
(VPCID)

Requires input

The ID of your existing VPC (e.g., vpc-0343606e).

Private subnet 1 ID
(PrivateSubnet1ID)

Requires input

The ID of the private subnet in Availability Zone 1 in your
existing VPC (e.g., subnet-a0246dcd).
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Parameter label (name)

Default

Description

Private subnet 2 ID
(PrivateSubnet2ID)

Requires input

The ID of the private subnet in Availability Zone 2 in your
existing VPC (e.g., subnet-b58c3d67).

Private subnet 3 ID
(PrivateSubnet3ID)

Requires input

The ID of the private subnet in Availability Zone 3 in your
existing VPC (e.g., subnet-b1f4a2cd).

Public subnet 1 ID
(PublicSubnet1ID)

Requires input

The ID of the public subnet in Availability Zone 1 in your
existing VPC (e.g., subnet-9bc642ac).

Public subnet 2 ID
(PublicSubnet2ID)

Requires input

The ID of the public subnet in Availability Zone 2 in your
existing VPC (e.g., subnet-e3246d8e).

Public subnet 3 ID
(PublicSubnet3ID)

Requires input

The ID of the public subnet in Availability Zone 3 in your
existing VPC (e.g., subnet-5e26bac2).

EKS public access
CIDRs
(EKSPublicAccessCIDRs)

0.0.0.0/0

Public CIDR IP ranges that are permitted to access the
Kubernetes API. These values are used only if
EKSPublicAccessEndpoint is enabled. Can’t contain private
IP ranges.

EKS public access
endpoint
(EKSPublicAccessEndpoi
nt)

Disabled

Configure access to the Kubernetes API server endpoint from
outside of your VPC.

EKS private access
endpoint
(EKSPrivateAccessEndpo
int)

Enabled

Configure access to the Kubernetes API server endpoint from
within your VPC. If this is disabled,
EKSPublicAccessEndpoint must be enabled.

CloudBees CI configuration:
Parameter label (name)

Default

Description

Master nodes instance
type
(MasterNodeInstance
Type)

r5.xlarge

The Amazon EC2 instance type for the masters node group.

Regular agent nodes
instance type
(RegularNodeInstance
Type)

m5.large

The Amazon EC2 instance type for the regular agents node
group.

First Spot agent nodes
instance type
(SpotNodeInstanceType1)

m4.large

The first EC2 instance type for the Spot agents node group.

Second Spot agent
nodes instance type
(SpotNodeInstanceType2)

m5.large

The second EC2 instance type for the Spot agents node group.

Third Spot agent nodes
instance type
(SpotNodeInstanceType3)

m5a.large

The third EC2 instance type for the Spot agents node group.
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Parameter label (name)

Default

Description

Fourth Spot agent
nodes instance type
(SpotNodeInstanceType4)

m5d.large

The fourth EC2 instance type for the Spot agents node group.

Number of master
nodes
(NumberOfMasterNodes)

3

The initial number of master node instances to create.

Number of regular
agent nodes
(NumberOfRegularNodes)

3

The initial number of regular agent node instances to create.

Number of Spot agent
nodes
(NumberOfSpotNodes)

3

The initial number of Spot agent node instances to create.

Master node EBS
volume size
(MasterNodeVolumeSize)

20

The EBS volume size for master node instances, in GiB.

Agent node EBS volume
size
(AgentNodeVolumeSize)

500

The EBS volume size for each agent node instance, in GiB.

Kubernetes version
(KubernetesVersion)

1.15

The Kubernetes control-plane version. This Quick Start
supports versions 1.13, 1.14, and 1.15.

Kubernetes Storage
Class Name
(StorageClassName)

aws-efs

Kubernetes storage-class name for JENKINS_HOME data.
The choices are aws-efs (Amazon EFS) and gp2 (Amazon
EBS). Note that Amazon EBS does not provide high
availability in the event of an Availability Zone outage.

EFS provisioned
throughput
(ProvisionedThroughput
InMibps)

160

Amount of Amazon EFS provisioned throughput in Mibps.
This value is not used when gp2 (Amazon EBS) is selected as
the storage type. The default value (160 Mibps) is
recommended.

Link to custom Helm
values
(CustomValueYaml)

Optional

HTTP(S) or Amazon S3 URL that points to raw yaml
containing custom Helm values. Custom values are merged
with internal (AWS CloudFormation) values during Helm
operations such as install and upgrade.

AWS Quick Start configuration:
Note: We recommend that you keep the default settings for the Quick Start S3
bucket name and Quick Start S3 key prefix parameters, unless you are
customizing the Quick Start templates for your own deployment projects. Changing
the settings of these parameters will automatically update code references to point to
a new Quick Start location. For additional details, see the AWS Quick Start
Contributor’s Guide.
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Parameter label (name)

Default

Description

Quick Start S3 bucket
name
(QSS3BucketName)

aws-quickstart

The S3 bucket you have created for your copy of Quick Start
assets, if you decide to customize or extend the Quick Start for
your own use. The bucket name can include numbers,
lowercase letters, uppercase letters, and hyphens, but should
not start or end with a hyphen.

Quick Start S3 key
prefix
(QSS3KeyPrefix)

quickstartcloudbees-core/

The S3 key name prefix used to simulate a folder for your copy
of Quick Start assets, if you decide to customize or extend the
Quick Start for your own use. This prefix can include
numbers, lowercase letters, uppercase letters, hyphens, and
forward slashes.

Lambda zips bucket
name
(LambdaZipsBucketName)

Optional

The name of the S3 bucket where the Lambda .zip files should
be placed. If you leave this parameter blank, the Quick Start
will create an S3 bucket for the .zip files.

5. On the Options page, you can specify tags (key-value pairs) for resources in your stack
and set advanced options. When you’re done, choose Next.
6. On the Review page, review and confirm the template settings. Under Capabilities,
select the two check boxes to acknowledge that the template creates IAM resources and
that it might require the capability to auto-expand macros.
7. Choose Create to deploy the stack.
8. Monitor the status of the stack. When the status is CREATE_COMPLETE, the
CloudBees CI cluster is ready.
9. Use the URL displayed in the Outputs tab of the base CloudBees CI stack to access
CloudBees CI Cloud Operations Center.

Figure 2: CloudBees CI stack outputs
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Step 3. Activate CloudBees CI
1. Open the URL from step 2.9 in the previous section. You should see an activation
screen, as shown in figure 3.

Figure 3: CloudBees CI activation screen

1. Obtain the initialAdminPassword by accessing the EKS cluster from the bastion
host. To log in to the bastion host, find the BastionIP in the Outputs tab of the base
CloudBees CI stack. Then connect from your local terminal to the bastion host by using
SSH, with a command similar to the following:
chmod 400 ~/cloudbees-core.pem && ssh -i ~/cloudbees-core.pem ec2user@3.93.136.235

where cloudbees-core.pem refers to the key pair you created earlier in this guide.
2. Use kubectl on the bastion host to print the initialAdminPassword with the
following command:
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kubectl -n cloudbees-core exec cjoc-0 -- cat
/var/jenkins_home/secrets/initialAdminPassword

3. Use the initialAdminPassword to proceed with the Getting Started wizard.
4. Choose the Request a trial license button and fill in the form to use CloudBees CI for
15 days, free of charge.
5. Choose Install suggested plugins to obtain the recommended set of plugins, or
choose Select plugins to install to customize the installation, if you’re an advanced
user.
6. If an incremental upgrade is available, we recommend that you choose the Install
button to install it.
7. Create an administrator or choose Continue as admin to proceed with the default
administrator account. (The administrator’s name is admin, and the password is
determined by initialAdminPassword.)
8. Ensure that the Jenkins URL looks correct on the Instance Configuration screen,
and then choose Save and Finish.
9. If required, choose the Restart button to restart Operations Center and complete the
Getting Started wizard.

Getting started with CloudBees CI
Before you use CloudBees CI on AWS, review the CloudBees CI Reference Architecture for
Amazon EKS. You can also use the free, self-paced training offered by CloudBees to learn
best practices for administration, usage, CI/CD pipeline development, and more.
The popularity of Jenkins is due, in large part, to the plugins ecosystem. You can add new
functionality with plugins. For example, you can integrate Jenkins with the following tools
and services:


Git, to check out code every time a developer commits to a branch



Maven and JUnit, to build a Java application and publish the test results



AWS Elastic Beanstalk, to deploy the Java application

Although it’s possible to add plugins to Operations Center, this component of the
CloudBees CI architecture serves a different purpose than a Managed Master and offers a
limited set of plugins in its plugin update center. To make full use of CloudBees CI,

Page 21 of 28

Amazon Web Services – CloudBees CI on the AWS Cloud

June 2020

provision a Managed Master before creating the first CI/CD pipeline. These topics are
covered in a getting started guide on the CloudBees website.

Targeting agent pools from a pipeline
Note: This section assumes that you are familiar with Pipeline and Jenkinsfile. If
you are unfamiliar with them, see Using a Jenkinsfile.
If no additional configuration is provided, agent pods launched by the Kubernetes plugin
run in the Masters partition of the EKS cluster. To validate this behavior, run the following
commands on the bastion host while a pipeline is running:
#display nodes with partition info
kubectl get nodes -o customcolumns=NAME:.metadata.name,PARTITION:.metadata.labels.partition -sort-by=.metadata.labels.partition
#display pods with node info
kubectl get pod -n cloudbees-core -o=customcolumns=NAME:.metadata.name,STATUS:.status.phase,NODE:.spec.nodeName

Agents are resource intensive, so we recommend separating them from masters. The Quick
Start provides a method for doing so with the additional agent pools.
CloudBees CI enables you to configure a Kubernetes agent globally in Operations Center
and to set default values for pods and containers that are launched by the Kubernetes
shared cloud. You can use these features to enforce which partition an agent runs on,
individually or globally.
To configure agents to run on a given partition, you must know how to Assign Pods to
Nodes and use Taints and Tolerations in Kubernetes, which are demonstrated in the
following example.
One way to define an agent pod is to place its Kubernetes YAML configuration directly into
a Jenkinsfile, instead of configuring the agent through the UI. This approach stores the
entire CI/CD pipeline (including the agent definition) in source control. This has the added
benefits of code reviews and a full audit trail of changes.
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Follow these steps to create two basic pipelines—one that runs in the Spot agents partition
and another that runs in the Regular agents partition:
1. On a Managed Master, choose New Item.
2. From the list of item types, choose Pipeline, enter an item name (for example,
declarative-pipeline-spot-agents), and then choose OK.
3. Scroll down to the Pipeline section, and copy-paste the contents of declarativepipeline-spot-agents.groovy into the Script text area.
Note: Repeat steps 1–3 with declarative-pipeline-regular-agents.groovy to set
up the example that uses the Regular agents partition. Refer to the nodeSelector and
tolerations section of each script, and the Kubernetes documentation, to fully
understand how pods are assigned to cluster partitions.
4. Choose Save, and then choose Build Now on the resulting screen.
You now have a CI/CD pipeline that runs at a low cost on Amazon EC2 Spot Instances.
View the Console Output (logs) by following the link on the build page, or by choosing
the flashing gray ball (or the progress bar) on the running build.
To validate that the agent is running on the desired cluster partition, run the commands
from earlier in this section on the bastion host.

Upgrades
Administrators can upgrade the Quick Start at any time when updates are available from
CloudBees, Amazon Web Services, and the open-source community. The most common
updates can include new versions of CloudBees CI and Kubernetes, bug fixes, or new
features. We strongly advise that users keep their environment up-to-date and plan
maintenance windows accordingly.
Watch the aws-quickstart/quickstart-cloudbees-core and aws-quickstart/quickstartamazon-eks GitHub repositories to get notified when updates are available.
Upgrading the Quick Start means applying the latest AWS CloudFormation templates.
When new templates are applied, AWS CloudFormation compares what’s running to what’s
defined in the new templates. AWS CloudFormation then creates, replaces, updates, or
deletes resources until all resources are aligned with the new template. For more
information about how AWS CloudFormation handles updates, see AWS CloudFormation
Stack Updates.
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When AWS adopts new versions of Kubernetes on EKS, both preceding repositories are
updated. When CloudBees releases new versions of CloudBees CI, only the quickstartcloudbees-core repository is updated.
When the Quick Start is upgraded, many things can happen. Running EC2 instances may be
terminated and replaced with new AMI versions, or Operations Center will be unavailable
for a short time while its Docker image is replaced. The behavior of the environment during
the upgrade ultimately depends on what has changed in the underlying AWS
CloudFormation templates.
To upgrade the Quick Start to a new version, do the following:
1. In the AWS CloudFormation console, navigate to the base CloudBees CI stack and
choose Update. In earlier versions of the CloudFormation UI, this button is found in
the Actions menu.
2. On the Update stack screen, choose Replace current template, enter the S3 URL
for the new template, and then choose Next.
Note: Based on your deployment type, choose one of the following options:
Deploy CloudBees CI into a new VPC
Deploy CloudBees CI into an existing VPC
3. On the Specify stack details page, your existing parameter values are displayed, and
the template might add new options. You can change many of the values on this screen,
but we recommend that you leave existing parameters as is to reduce the number of
moving pieces during the upgrade. You can usually change parameter values after the
upgrade is complete. Choose Next.
Note: There is no parameter for the CloudBees CI version. The CloudBees CI
version is defined in cloudbees-core-workload.template.yaml. If the new template
contains a new version of Operations Center, Operations Center is upgraded to the
new version. Managed Masters can be upgraded later by choosing the new Docker
image version on the Managed Master configuration screen in Operations Center.
Consider using a Cluster operations to upgrade all Managed Masters at once, after
the AWS CloudFormation upgrade.
4. On the Configure stack options page, leave everything as is, unless changes are
needed, and then choose Next.
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5. On the Review page, scroll down to Capabilities, select all the boxes, and then choose
Update Stack.
6. Monitor the Events tab on each AWS CloudFormation stack to see what is changing
during the upgrade. Also, monitor the Amazon EC2 console to observe, for example,
EC2 instances being replaced one-by-one, as a new version of Kubernetes is applied.

Security
The Quick Start architecture for CloudBees CI implements AWS best practices for security,
including deployment into private subnets and least privilege access. In CloudBees CI, an
administrator must consider who can access the system and what they are authorized to do.
In addition, CI/CD workloads often require credentials to access other systems for specific
tasks. These credentials must be accessed securely by end users. For more information, see
CloudBees Core security guide.

Troubleshooting
Q. I encountered a CREATE_FAILED error when I launched the Quick Start.
A. If AWS CloudFormation fails to create the stack, relaunch the template with Rollback
on failure set to Disabled. (This setting is under Advanced in the AWS CloudFormation
console, Options page.) With this setting, the stack’s state is retained and the instance
remains running so you can troubleshoot the issue. (For Windows, look at the log files in
%ProgramFiles%\Amazon\EC2ConfigService and C:\cfn\log.)
Important: When you set Rollback on failure to Disabled, you continue to
incur AWS charges for the stack. Ensure to delete the stack when you finish
troubleshooting.
For more information, see Troubleshooting AWS CloudFormation.
Q. I encountered a size limitation error when I deployed the AWS CloudFormation
templates.
A. Launch the Quick Start templates from the links in this guide or from another S3 bucket.
If you deploy the templates from a local copy on your computer or from a non-S3 location,
you might encounter template size limitations when you create the stack. For more
information about AWS CloudFormation limits, see the AWS documentation.
Q. I encountered Permission denied when I ran ssh ec2-user@kube.worker.ip.addr on
the bastion host.
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A. Kubernetes agent workers are accessed using the key pair that you created in your
account before you deployed the Quick Start. Use SSH agent forwarding to pass your key to
the bastion host when you log in, so that it can be used later to access Kubernetes agent
workers.
On your local terminal, create or edit your ~/.ssh/config file so that it looks like the
following, using your own bastion IP address:
Host cb-core-quickstart-bastion
HostName 3.94.157.213
ForwardAgent yes

Then add your key into the SSH authentication agent by using ssh-add ~/path/to/key.pem.
Finally, log in to the bastion host with ssh -A ec2-user@bastion.host.ip.addr.

Send us feedback
To post feedback, submit feature ideas, or report bugs, use the Issues section of the
GitHub repository for this Quick Start. If you want to submit code, please review the Quick
Start Contributor’s Guide.

Additional resources
AWS resources


Getting Started Resource Center



AWS General Reference



AWS Glossary

AWS services


AWS Auto Scaling



Auto Scaling Groups with Multiple Instance Types



AWS CloudFormation



Amazon EBS



Amazon EC2



Amazon EC2 Spot Instances



Amazon EFS
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Amazon EKS



Amazon VPC
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CloudBees CI documentation


CloudBees CI



CloudBees CI for AWS



CloudBees CI Documentation



CloudBees Support (Knowledge Base, Submit a Request, etc.)



CloudBees Training

Quick Start reference deployments


AWS Quick Start home page
https://aws.amazon.com/quickstart/
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