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This Quick Start was created by Amazon Web Services (AWS).
Quick Starts are automated reference deployments that use AWS CloudFormation templates
to deploy key technologies on AWS, following AWS best practices.

Overview
This Quick Start reference deployment guide provides step-by-step instructions for
deploying a .NET continuous integration (CI) and continuous delivery (CD) pipeline on the
AWS Cloud.
The Quick Start is for developers who are looking for a deployment pipeline to implement
CI/CD for their .NET Framework workloads on AWS. Using this highly scalable solution
enables customers to rapidly and reliably deliver features and updates. There are no build
servers to manage, and customers only pay for what they use.

.NET CI/CD on AWS
This Quick Start provides an end-to-end automated CI/CD environment.
This solution will benefit organizations that want to automate their .NET application
release pipelines. It provides fully managed and reliable application updates using AWS
CodePipeline, AWS CodeBuild, and AWS CodeDeploy. Whenever code is modified within a
configured GitHub repository branch, the deployment pipeline automatically creates a
custom Microsoft Build Engine (MSBuild) container image to deploy the .NET application.
After deploying the Quick Start, you can use it to:


Fetch the latest source code and save it to a source artifact store.



Automatically build the application.



Deploy the application to the target environment.

Cost and licenses
You are responsible for the cost of the AWS services used while running this Quick Start
reference deployment. There is no additional cost for using the Quick Start.
The AWS CloudFormation template for this Quick Start includes configuration parameters
that you can customize. For cost estimates, see the pricing pages for each AWS service you
will be using. Prices are subject to change.
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Tip After you deploy the Quick Start, we recommend that you enable the AWS
Cost and Usage Report to track costs associated with the Quick Start. This report
delivers billing metrics to an Amazon Simple Storage Service (Amazon S3) bucket in
your account. It provides cost estimates based on usage throughout each month, and
finalizes the data at the end of the month. For more information about the report,
see the AWS documentation.

Architecture
Deploying this Quick Start builds the following .NET Framework CI/CD environment in
the AWS Cloud.

Figure 1: Quick Start architecture for .NET CI/CD on AWS
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The Quick Start sets up the following:


An S3 bucket for holding artifacts.



An Elastic Beanstalk environment that acts as the target for application code
deployments.



An AWS Lambda function to execute AWS Systems Manager automation.



A Systems Manager automation document.



A temporary Amazon Elastic Compute Cloud (Amazon EC2) instance within a virtual
private cloud (VPC).



A temporary MSBuild container image.



An Amazon Elastic Container Registry (Amazon ECR) to hold the MSBuild container
image.



An AWS CodePipeline with source, build, and deploy stages.

Process workflow
As a first prerequisite, AWS CloudFormation provisions a Lambda function that executes
the automation document to create a temporary Amazon EC2 Windows instance within a
VPC. It then uses the instance to create a temporary MSBuild container image that has the
required tools for compiling .NET applications. (This step is automated according to the
steps in the Extending AWS CodeBuild with Custom Build Environments for the .NET
Framework post.) It then pushes the MSBuild container image to Amazon ECR and deletes
the Amazon EC2 Windows instance.
As a second prerequisite, AWS CloudFormation creates an AWS Elastic Beanstalk
application and environment that acts as a target for deploying the latest application.
AWS CloudFormation then creates an AWS CodePipeline with three stages: source, build,
and deploy.
The source stage invokes CodePipeline every time there is a code change in the configured
GitHub repository branch. This stage configures GitHub, which integrates the application
source code via webhooks. It then fetches the latest GitHub code and places it in an Amazon
Simple Storage Service (Amazon S3) bucket. The resulting source code is placed in the
Source Artifacts folder.
The build stage of CodePipeline triggers AWS CodeBuild, which uses the MSBuild Windows
container image from Amazon ECR to compile the latest source code. AWS CodeBuild uses
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an associated BuildSpec.yml file to create the Windows container from the image it obtains
from Amazon ECR. It then fetches the source code from S3 and uses the container to build
the .NET application code. The resulting build package is placed in the Build Artifacts
folder in the S3 bucket.
Finally, the deploy stage of CodePipeline triggers AWS CodeDeploy to fetch the build
package from the S3 bucket and deploys it to the Elastic Beanstalk environment.

Planning the deployment
Specialized knowledge
This Quick Start assumes familiarity with Microsoft technologies, specifically MSBuild and
.NET.
This deployment guide also requires a moderate level of familiarity with AWS services. If
you’re new to AWS, visit the Getting Started Resource Center and the AWS Training and
Certification website for materials and programs that can help you develop the skills to
design, deploy, and operate your infrastructure and applications on the AWS Cloud.

AWS account
If you don’t already have an AWS account, create one at https://aws.amazon.com by
following the on-screen instructions. Part of the sign-up process involves receiving a phone
call and entering a PIN using the phone keypad.
Your AWS account is automatically signed up for all AWS services. You are charged only for
the services you use.

Technical requirements
Before you launch the Quick Start, your account must be configured as specified in the
following table. Otherwise, deployment might fail.
Regions

This deployment includes CodePipeline, which isn’t currently supported in all AWS
Regions. For a current list of supported Regions, see AWS Regions and Endpoints in the
AWS documentation.
This Quick Start is only supported where CodeBuild supports Windows Containers,
such as the US East (N. Virginia), US East (Ohio), US West (Oregon), and EU (Ireland)
Regions.
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IAM permissions

To deploy the Quick Start, log in to the AWS Management Console with AWS Identity
and Access Management (IAM) permissions for the resources and actions the templates
deploy. The AdministratorAccess managed policy within IAM provides sufficient
permissions, although your organization may choose to use a custom policy with more
restrictions.

S3 buckets

Unique S3 bucket names are automatically generated based on the account number and
AWS Region. If you delete a stack, the logging buckets are not deleted (to support
security review).
If you plan to redeploy this Quick Start in the same AWS Region, you must first
manually delete the S3 buckets that were created during the previous deployment.
Otherwise, the redeployment will fail.

Deployment steps
Step 1. Sign in to your AWS account
1. Sign in to your AWS account at https://aws.amazon.com with an IAM user role that has
the necessary permissions. For details, see Planning the deployment, earlier in this
guide.
2. Make sure that your AWS account is configured correctly, as discussed in the Technical
requirements section.
3. In the navigation bar, use the AWS Region selector to choose where you want to deploy
.NET CI/CD on AWS.
Note This deployment includes AWS CodePipeline, which is only supported where
CodeBuild supports Windows Containers, such as the US East (N. Virginia), US East
(Ohio), US West (Oregon), and EU (Ireland) Regions. For a current list of supported
AWS Regions, see the AWS Regions and Endpoints webpage.

Step 2. Fork the GitHub repository
1. Fork the GitHub repository.
2. The repository consists of:


The quickstart-dotnet-serverless-cicd.yml AWS CloudFormation template



BuildSpec.yml, used in CodeBuild



Application source code

3. Obtain the needed inputs to use later in the installation:
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GitHub details—provide details of your forked GitHub repository
GitHubOAuthToken:


Go to https://github.com/settings/tokens/new.



Type “.NET CI/CD” in the Note field.



Check the repo box.



Check the admin:repo_hook box.



Select Generate token.

GitHubOwner:


Your GitHub login user name.

GitHubRepositoryName:


The name of the forked repository from the first step.

GitHubBranchName:


The branch name that you want to use in your fork to trigger the AWS CodePipeline.

Step 3. Launch the Quick Start
Notes You are responsible for the cost of the AWS services used while running
this Quick Start reference deployment. There is no additional cost for using this
Quick Start. For full details, see the pricing pages for each AWS service you will be
using in this Quick Start. Prices are subject to change.
Each deployment takes about 40 minutes to complete.
1. Launch the AWS CloudFormation template into your AWS account.

Deploy

• .NET

Deploy .NET CI/CD
2. Check the AWS Region displayed in the upper-right corner of the navigation bar, and
change it if necessary. This is where the infrastructure for .NET CI/CD will be built. The
template is launched in the US East (Ohio) Region by default.
3. On the Select Template page, keep the default setting for the template URL, and then
choose Next.
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4. On the Specify Details page, provide a unique stack name (using only lowercase
characters). Review the parameters for the template. Provide values for the parameters
that require input. For all other parameters, review the default settings and customize
them as necessary.
For reference, parameters are listed in the following tables. When you finish reviewing
and customizing the parameters, choose Next.

PARAMETERS FOR DEPLOYING .NET CI/CD INTO A NEW VPC
Configuration:
Parameter label (name)

Default

Description

GitHub branch name
(GitHubBranchName)

Requires input

GitHub branch name.

GitHub token
(GitHubOAuthToken)

Requires input

OAuthToken for GitHub.

GitHub owner
(GitHubOwner)

Requires input

User name for GitHub.

GitHub repository name
(GitHubRepositoryName)

quickstartdotnetserverless-cicd

Name of the GitHub repository that contains the application
code.

AWS Quick Start configuration:
Note We recommend that you keep the default settings for the following two
parameters, unless you are customizing the Quick Start templates for your own
deployment projects. Changing the settings of these parameters will automatically
update code references to point to a new Quick Start location. For additional details,
see the AWS Quick Start Contributor’s Guide.
Parameter label
(name)

Default

Description

Quick Start S3 bucket
name
(QSS3BucketName)

aws-quickstart

The S3 bucket you created for your copy of Quick Start assets
(if you decide to customize or extend the Quick Start for your
own use). The bucket name can include numbers, lowercase
letters, uppercase letters, and hyphens, but should not start or
end with a hyphen.

Quick Start S3 key
prefix
(QSS3KeyPrefix)

quickstart-dotnetserverless-cicd/

The S3 object keys used to simulate a folder for your copy of
Quick Start assets (if you decide to customize or extend the
Quick Start for your own use). This prefix can include
numbers, lowercase letters, uppercase letters, hyphens, and
forward slashes.
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Step 4. Verify the deployment
When deployment completes, go to the CodePipeline console, choose the pipeline created
by the Quick Start, and review the steps.
Navigate to the Elastic Beanstalk environment created by AWS CloudFormation, choose the
URL for the application, and confirm that your application sample is deployed from
GitHub.
Modify the sample application code of your forked GitHub repository, and check in the
changes. You will see that CodePipeline starts the CI/CD process and deploys the latest
code changes to Elastic Beanstalk.

FAQ
Q. I encountered a CREATE_FAILED error when I launched the Quick Start.
A. If AWS CloudFormation fails to create the stack, we recommend that you relaunch the
template with Rollback on failure set to No. (This setting is under Advanced in the
AWS CloudFormation console, Options page.) With this setting, the stack’s state will be
retained and the instance will be left running, so you can troubleshoot the issue. (For
Windows, look at the log files in %ProgramFiles%\Amazon\EC2ConfigService and
C:\cfn\log.) The automation document also sends logs to Amazon CloudWatch, so you can
review the automation execution logs in AWS Systems Manager for any steps that failed.
Important When you set Rollback on failure to No, you will continue to incur
AWS charges for this stack. Please make sure to delete the stack when you finish
troubleshooting.
For additional information, see Troubleshooting AWS CloudFormation on the AWS
website.
Q. I encountered a size limitation error when I deployed the AWS CloudFormation
templates.
A. We recommend that you launch the Quick Start templates from the links in this guide or
from another S3 bucket. If you deploy the templates from a local copy on your computer or
from a non-S3 location, you might encounter template size limitations when you create the
stack. For more information about AWS CloudFormation limits, see the AWS
documentation.
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Send us feedback
To post feedback, submit feature ideas, or report bugs, use the Issues section of the
GitHub repository for this Quick Start. If you’d like to submit code, please review the Quick
Start Contributor’s Guide.

Additional resources
AWS resources


Getting Started Resource Center



AWS General Reference



AWS Glossary

AWS services


AWS CodePipeline



AWS CodeBuild



AWS CodeDeploy



AWS Elastic Beanstalk



Amazon S3



Amazon ECR



IAM

Other Quick Start reference deployments


AWS Quick Start home page

Document revisions
Date

Change

In sections

November 2019

Initial publication

—

Page 10 of 11

Amazon Web Services – .NET CI/CD on the AWS Cloud

December 2019

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Notices
This document is provided for informational purposes only. It represents AWS’s current product offerings
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