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This Quick Start was created by Amazon Web Services (AWS) Solutions Architects.
Quick Starts are automated reference deployments that use AWS CloudFormation
templates to deploy key technologies on AWS, following AWS best practices.

Overview
This Quick Start reference deployment guide provides step-by-step instructions for
deploying Amazon FSx for Windows File Server.
This Quick Start is for IT infrastructure architects, administrators, and DevOps
professionals who are planning to implement Microsoft Windows file systems on AWS.

Amazon FSx for Windows File Server
This Quick Start implements Amazon FSx for Windows File Server whether you are using
AWS Directory Service for Microsoft Active Directory (AWS Managed Microsoft AD) or selfmanaged Microsoft Active Directory. FSx for Windows File Server provides a fully managed
native Microsoft Windows file system so that you can move your Windows-based
applications that require shared file storage to AWS. Built on Windows Server, Amazon FSx
provides full support for the Server Message Block (SMB) protocol, Windows NTFS, and
Active Directory integration.

Cost and licenses
You are responsible for the cost of the AWS services used while running this Quick Start
reference deployment. There is no additional cost for using the Quick Start. To find out
more about FSx for Windows File Server pricing, refer to the pricing page for the service.
The AWS CloudFormation template for this Quick Start includes configuration parameters
that you can customize. Some of these settings, such as instance type, throughput, and
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storage capacity will affect the cost of deployment. For cost estimates, see the pricing pages
for each AWS service you will be using. Prices are subject to change.
Tip: After you deploy the Quick Start, we recommend that you enable the AWS Cost
and Usage Report to track costs associated with the Quick Start. This report delivers
billing metrics to an S3 bucket in your account. It provides cost estimates based on
usage throughout each month, and finalizes the data at the end of the month. For
more information about the report, see the AWS documentation.

Architecture
Deploying this Quick Start for a new virtual private cloud (VPC) with default parameters
builds the following FSx for Windows File Server environments in the AWS Cloud,
depending on the Active Directory scenario that you choose.

AWS Managed Microsoft AD

Figure 1: Quick Start architecture for FSx for Windows File Server on AWS with AWS Managed
Microsoft AD
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The Quick Start sets up the following:


A highly available architecture that spans two Availability Zones*



A VPC configured with public and private subnets according to AWS best practices, to
provide you with your own virtual network on AWS*



In the public subnets:



–

Managed NAT gateways to allow outbound internet access for resources in the
private subnets*

–

A Remote Desktop Gateway (RD Gateway) host in an Auto Scaling group to allow
inbound Remote Desktop Protocol (RDP) access to Amazon Elastic Compute
Cloud (Amazon EC2) instances in public and private subnets*

In the private subnets:
–

An AWS Managed Microsoft AD domain*

–

FSx for Windows File Server

* The template that deploys the Quick Start into an existing VPC skips the components
marked by asterisks and prompts you for your existing VPC configuration.

Page 4 of 18

Amazon Web Services – Amazon FSx for Windows File Server

February 2020

Self-managed Active Directory

Figure 2: Quick Start architecture for Amazon FSx for Windows File Server on AWS with selfmanaged Active Directory

The Quick Start sets up the following:


A highly available architecture that spans two Availability Zones*



A VPC configured with public and private subnets according to AWS best practices, to
provide you with your own virtual network on AWS*



In the public subnets:



–

Managed NAT gateways to allow outbound internet access for resources in the
private subnets*

–

An RD Gateway host in an Auto Scaling group to allow inbound RDP access to
EC2 instances in public and private subnets.

In the private subnets:
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* The template that deploys the Quick Start into an existing VPC skips the components
marked by asterisks and prompts you for your existing VPC configuration.

Planning the deployment
Specialized knowledge
This Quick Start assumes familiarity with Microsoft technologies; specifically, Windows
Server, Active Directory, Domain Name System (DNS), and basic networking.
This deployment guide also requires a moderate level of familiarity with AWS services. If
you’re new to AWS, visit the Getting Started Resource Center and the AWS Training and
Certification website for materials and programs that can help you develop the skills to
design, deploy, and operate your infrastructure and applications on the AWS Cloud.

AWS account
If you don’t already have an AWS account, create one at https://aws.amazon.com by
following the on-screen instructions. Part of the sign-up process involves receiving a phone
call and entering a PIN using the phone keypad.
Your AWS account is automatically signed up for all AWS services. You are charged only for
the services you use.

Technical requirements
Before you launch the Quick Start, your account must be configured as specified in the
following table. Otherwise, deployment might fail.
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If necessary, request service quota increases for the following resources. You might need
to do this if you already have an existing deployment that uses these resources, and you
think you might exceed the default limits with this deployment. The Service Quotas
console displays your usage and quotas for some aspects of some services. For more
information, see the AWS documentation.
This deployment uses
(default configuration)

Resource

Default limit

VPCs

5 per Region

1

Elastic IP addresses

5 per Region

2

AWS Identity and
Access Management
(IAM) roles

1,000 per account

1

Auto Scaling groups

200 per Region

1

T2 Instances

20 per Region

1

M5 instances

20 per Region

2

Regions

This deployment includes Amazon FSx for Windows File Server, which isn’t currently
supported in all AWS Regions. For a current list of supported Regions, see Service
Endpoints and Quotas in the AWS documentation.

Key pair

Make sure that at least one Amazon EC2 key pair exists in your AWS account in the
Region where you are planning to deploy the Quick Start. Make note of the key pair
name. You are prompted for this information during deployment. To create a key pair,
follow the instructions in the AWS documentation.
If you’re deploying the Quick Start for testing or proof-of-concept purposes, we
recommend that you create a new key pair instead of specifying a key pair that’s already
being used by a production instance.

Amazon S3 URLs

If you’re copying the templates to your own S3 bucket for deployment, make sure that
you update the Resources section of the fsx-windows.yaml file with a valid and
accessible URL. Otherwise, deployment will fail.

IAM permissions

To deploy the Quick Start, you must log in to the AWS Management Console with IAM
permissions for the resources and actions the templates will deploy. The
AdministratorAccess managed policy within IAM provides sufficient permissions,
although your organization may choose to use a custom policy with more restrictions.
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Deployment options
This Quick Start provides two deployment options:


Deploy Amazon FSx for Windows File Server into a new VPC (end-to-end
deployment). This option builds a new AWS environment consisting of the VPC,
subnets, NAT gateways, security groups, Active Directory, and other infrastructure
components, and then deploys Amazon FSx for Windows File Server into this new VPC.



Deploy Amazon FSx for Windows File Server into an existing VPC. This
option provisions Amazon FSx for Windows File Server in your existing AWS
infrastructure.

The Quick Start provides separate templates for these options. It also lets you configure
CIDR blocks, instance types, and Amazon FSx settings, as discussed later in this guide.

Deployment steps
Step 1. Sign in to your AWS account
1. Sign in to your AWS account at https://aws.amazon.com with an IAM user role that has
the necessary permissions. For details, see Planning the deployment earlier in this
guide.
2. Make sure that your AWS account is configured correctly, as discussed in the Technical
requirements section.
3. Use the Region selector in the navigation bar to choose the AWS Region where you want
to deploy FSx for Windows File Server on AWS.
Note: This deployment includes Amazon FSx, which isn’t currently supported in all
AWS Regions. For a current list of supported Regions, see the endpoints and quotas
webpage.
4. Select the key pair that you created earlier. In the navigation pane of the Amazon EC2
console, choose Key Pairs, and then choose your key pair from the list.
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Step 2. Launch the Quick Start
Note: You are responsible for the cost of the AWS services used while running this
Quick Start reference deployment. There is no additional cost for using this Quick
Start. For full details, see the pricing pages for each AWS service you will be using in
this Quick Start. Prices are subject to change.
1. Choose one of the following options to launch the AWS CloudFormation template into
your AWS account. For help choosing an option, see deployment options earlier in this
guide.

Deploy

• new VPC
• workload

Deploy FSx for Windows File Server
into a new VPC on AWS

Deploy

• workload only

Deploy FSx for Windows File Server
into an existing VPC on AWS

Important: If you’re deploying FSx for Windows File Server into an existing VPC,
make sure that your VPC has two private subnets in different Availability Zones for
the workload instances. These subnets require NAT gateways or NAT instances in
their route tables, to allow the instances to download packages and software without
exposing them to the internet. You will also need the domain name option
configured in the DHCP options as explained in the Amazon VPC documentation.
You are prompted for your VPC settings when you launch the Quick Start.
Each deployment takes about 1.5 hours to complete.
2. Check the Region that’s displayed in the upper-right corner of the navigation bar, and
change it if necessary. This is where the network infrastructure for FSx for Windows File
Server will be built. The template is launched in the US East (Ohio) Region by default.
Note: This deployment includes Amazon FSx, which isn’t currently supported in all
AWS Regions. For a current list of supported Regions, see the endpoints and quotas
webpage.
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3. On the Create stack page, keep the default setting for the template URL, and then
choose Next.
4. On the Specify stack details page, change the stack name if needed. Review the
parameters for the template. Provide values for the parameters that require input. For
all other parameters, review the default settings and customize them as necessary.
In the following tables, parameters are listed by category and described separately for
the two deployment options:
–

Parameters for deploying FSx for Windows File Server into a new VPC

–

Parameters for deploying FSx for Windows File Server into an existing VPC

When you finish reviewing and customizing the parameters, choose Next.

OPTION 1: PARAMETERS FOR DEPLOYING FSX FOR WINDOWS FILE SERVER INTO A NEW
VPC
View template
Network configuration:
Parameter label
(name)

Default

Description

Availability Zones
(AvailabilityZones)

Requires input

Choose the Availability Zones to use for the subnets in the
VPC. The default is two, but you can choose up to three
Availability Zones.

Number of Availability
Zones
(NumberOfAZs)

2

Specify the number of Availability Zones to use in the VPC.
This must match your selections in the Availability Zones
parameter.

VPC CIDR
(VPCCIDR)

10.0.0.0/16

Specify the CIDR block for the VPC.

Private subnet 1 CIDR
(PrivateSubnet1CIDR)

10.0.0.0/19

Specify the CIDR block for private subnet 1 located in
Availability Zone 1.

Private subnet 2 CIDR
(PrivateSubnet2CIDR)

10.0.32.0/19

Specify the CIDR block for private subnet 2 located in
Availability Zone 2.

(Optional) Private
subnet 3 CIDR
(PrivateSubnet3CIDR)

Optional

Specify the CIDR block for private subnet 3 located in
Availability Zone 3.

Public subnet 1 CIDR
(PublicSubnet1CIDR)

10.0.128.0/20

Specify the CIDR block for the public subnet 1 located in
Availability Zone 1.

Public subnet 2 CIDR
(PublicSubnet2CIDR)

10.0.144.0/20

Specify the CIDR block for the public subnet 2 located in
Availability Zone 2.
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Parameter label
(name)

Default

Description

(Optional) Public
subnet 3 CIDR
(PublicSubnet3CIDR)

Optional

Specify the CIDR block for the public subnet 3 located in
Availability Zone 3.

Microsoft Active Directory configuration:
Parameter label
(name)

Default

Description

Domain DNS name
(DomainDNSName)

example.com

Specify the fully qualified domain name (FQDN) of the forest
root domain.

Domain NetBIOS
name
(DomainNetBIOSName)

example

Specify the NetBIOS name of the domain (up to 15 characters)
for users of earlier versions of Windows.

Domain admin
password
(DomainAdminPassword)

Requires input

Specify the password for the domain admin user. Must be at
least 8 characters and contain letters, numbers, and symbols.

Type of Active
Directory deployment
(ADScenarioType)

AWS Managed
Microsoft AD
(Enterprise
Edition)

Select the type of Active Directory Domain Services (Active
Directory DS) deployment to use: AWS Managed Microsoft
AD or self-managed Active Directory on EC2 instances.

Active Directory on Amazon EC2 options:
Parameter label
(name)

Default

Description

Domain controller 1
instance type
(ADServer1InstanceType)

m5.xlarge

Specify the EC2 instance type for the first Active Directory
instance.

Domain controller 1
NetBIOS name
(ADServer1NetBIOSName)

DC1

Specify the NetBIOS name of the first Active Directory server
(up to 15 characters).

Domain controller 1
private IP address
(ADServer1PrivateIP)

10.0.0.10

Specify the fixed private IP address for the first Active
Directory server located in Availability Zone 1.

Domain controller 2
instance type
(ADServer2InstanceType)

m5.xlarge

Specify the EC2 instance type for the second Active Directory
instance.

Domain controller 2
NetBIOS name
(ADServer2NetBIOSName)
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Parameter label
(name)

Default

Description

Domain controller 2
private IP address
(ADServer2PrivateIP)

10.0.32.10

Specify the fixed private IP address for the second Active
Directory server located in Availability Zone 2.

Domain Admin user
name
(DomainAdminUser)

Admin

Specify the user name for the account that will be added as
Domain Administrator. This is separate from the default
Administrator account.

Key pair name
(KeyPairName)

Requires input

Enter the public/private key pair, which allows you to
securely connect to your instance after it launches.

FSx for Windows File Server configuration:
Parameter label
(name)

Default

Description

Automated backup
retention
(BackupRetention)

7

Specify the number of days to retain automatic backups.
Setting this value to 0 disables the creation of automatic
backups. The maximum retention period for backups is 35
days.

Daily backup start time
(DailyBackupTime)

01:00

Specify the preferred time to take daily automatic backups,
formatted HH:MM in the UTC time zone.

Storage size
(StorageCapacity)

32

Specify the storage capacity of the file system being created,
in gibibytes. Valid values are 32 GiB–65,536 GiB. Consider
choosing a higher value for greater capacity.

Throughput capacity of
Amazon FSx file
system
(ThroughputCapacity)

8

Specify the throughput of the Amazon FSx file system. Valid
values are 8–2048. Consider choosing a higher value for
better performance.

Type of AWS KMS key
used by Amazon FSx
(FSxEncryptionKey)

Default

Use the default AWS Key Management Service (AWS KMS)
key for Amazon FSx, choose GenerateKey to create a key, or
choose UseKey to use an existing key for encryption at rest on
the Amazon FSx for Windows File Server file system.

AWS KMS key ID
(FSxExistingKeyID)

Optional

If you chose the option to use an existing key, you must
specify the AWS KMS key ID that you want to use.

CIDR range allowed to
connect to Amazon FSx
file system
(FSxAllowedCIDR)
Weekly maintenance
start time
(WeeklyMaintenanceTime)
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RD Gateway configuration:
Parameter label
(name)

Default

Description

RD Gateway instance
type
(RDGWInstanceType)

t2.large

Specify the EC2 instance type for the RD Gateway instances.

Number of RD
Gateway hosts
(NumberOfRDGWHosts)

1

Enter the number of Remote Desktop Gateway hosts to create.
The minimum is 1, and the maximum is 4.

Allowed RD Gateway
external access CIDR
(RDGWCIDR)

Requires input

Specify the allowed CIDR block that can access the RD
Gateway instances.

AWS Quick Start configuration:
Note: We recommend keeping the default settings for the following two parameters,
unless you are customizing the Quick Start templates for your own deployment
projects. Changing these parameter settings automatically updates code references
to point to a new Quick Start location. For additional details, see the AWS Quick
Start Contributor’s Guide.
Parameter label
(name)

Default

Description

Quick Start S3 bucket
name
(QSS3BucketName)

aws-quickstart

Specify the S3 bucket name for the Quick Start assets. Quick
Start bucket name can include numbers, lowercase letters,
uppercase letters, and hyphens (-). It cannot start or end with
a hyphen (-).

Quick Start S3 key
prefix
(QSS3KeyPrefix)

quickstart-fsxwindows-fileserver/

Specify the S3 key prefix for the Quick Start assets. Quick Start
key prefix can include numbers, lowercase letters, uppercase
letters, hyphens (-), and forward slash (/).

OPTION 2: PARAMETERS FOR DEPLOYING AMAZON FSX INTO AN EXISTING VPC
View template
Network configuration:
Parameter label
(name)
Private subnet 1 ID
(PrivateSubnet1ID)
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Default

Description

Private subnet 2 ID
(PrivateSubnet2ID)

Requires input

Choose the ID of the private subnet 2 in Availability Zone 2 (e.g.,
subnet-a0246dcd).

VPC ID
(VPCID)

Requires input

Choose the ID of the VPC (e.g., vpc-0343606e).

FSx for Windows File Server configuration:
Parameter label
(name)

Default

Description

Automated backup
retention
(BackupRetention)

7

Specify the number of days to retain automatic backups. Setting
this value to 0 disables the creation of automatic backups. The
maximum retention period for backups is 35 days.

Daily backup start time
(DailyBackupTime)

01:00

Specify the preferred time to take daily automatic backups,
formatted HH:MM in the UTC time zone.

Storage size
(StorageCapacity)

32

Specify the storage capacity of the file system being created, in
gibibytes. Valid values are 32 GiB–65,536 GiB. Consider
choosing a higher value for greater capacity.

Throughput capacity of
Amazon FSx file system
(ThroughputCapacity)

8

Specify the throughput of the Amazon FSx file system. Valid
values are 8–2048. Consider choosing a higher value for better
performance.

Domain member
security group ID
(DomainMembersSG)

Requires input

Specify the ID of the security group that can exchange
information with the domain controllers.

CIDR range allowed to
connect to Amazon FSx
file system
(FSxAllowedCIDR)

Requires input

CIDR block that is allowed access to FSx for Windows File
Server instances.

Type of AWS KMS key
used by FSx
(FSxEncryptionKey)

Default

Specify the default KMS key for FSx, generate a key or use an
existing key for encryption at rest of the Amazon FSx for
Windows file system.

AWS KMS key ID
(FSxExistingKeyID)

Optional

If you chose the option to use an existing key, you must specify
the KMS Key ID you want to use.

Weekly maintenance
start time
(WeeklyMaintenanceTime)

7:02:00

Specify the preferred start time to perform weekly maintenance,
formatted d:HH:MM in the UTC time zone.
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AWS Managed Microsoft AD settings for Amazon FSx:
Parameter label
(name)
AWS Managed
Microsoft AD ID
(ActiveDirectoryId)

Default

Description

Optional

Enter the ID of the AWS Managed Microsoft AD. If you are using
self-managed Active Directory, leave this blank.

Self-managed Active Directory settings for Amazon FSx:
Parameter label
(name)

Default

Description

IP address of DNS
server
(DNSIP1)

10.0.0.10

Specify the first DNS IP address needed for the self-managed
Active Directory scenario (e.g., 10.0.0.1). If using AWS
Managed Microsoft AD, leave this blank.

IP address of DNS
server
(DNSIP2)

10.0.32.10

Specify the second DNS IP address needed for the selfmanaged Active Directory scenario (e.g., 10.0.0.1). If using
AWS Managed Microsoft AD, leave this blank.

FQDN of your selfmanaged directory
(DomainDNSName)

example.com

Specify the fully qualified domain name (FQDN) of your selfmanaged directory. Domain name must not be in the Single
Label Domain (SLD) format. This is required if you are using
self-managed Active Directory.
If using AWS Managed Microsoft AD, leave this blank.

AWS Secrets Manager
secret ARN or name
(FSxUserSecretsArn)

Optional

Specify the Amazon Resource Name (ARN) or secret name of
the secret in AWS Secrets Manager for Amazon FSx to join
your Active Directory domain.

(Optional)
Organizational unit
distinguished name
(OrgUnitDN)

Optional

Specify the organizational unit (OU) distinguished name (DN)
in your domain in which you want your file system to be joined
(e.g., OU=FileSystems,DC=corp,DC=example,DC=com).

(Optional) Domain
group name
(FileSystemAdminGroup)

Optional

Specify the domain group to which you want to delegate
authority to perform administrative actions on your file
system. If you don’t specify this group, Amazon FSx delegates
this authority to the Domain Admins group in your Active
Directory domain by default.

5. On the options page, you can specify tags (key-value pairs) for resources in your stack
and set advanced options. When you’re done, choose Next.
6. On the Review page, review and confirm the template settings. Under Capabilities,
select the two check boxes to acknowledge that the template will create IAM resources
and that it might require the capability to auto-expand macros.
7. Choose Create stack to deploy the stack.
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8. Monitor the status of the stack. When the status is CREATE_COMPLETE, Amazon
FSx for Windows File Server is ready.
9. On the Outputs tab for the stack, you can view information for the deployment.

Figure 2: Amazon FSx for Windows File Server outputs after successful deployment

Step 3. Test the deployment
After the Quick Start is deployed, you can deploy a single EC2 Windows instance and map it
to the file share by following the steps in the Amazon FSx for Windows File Server
documentation.
For further information on administering file systems, see the Amazon FSx for Windows
File Server documentation.

Security
For more information on security for Amazon FSx for Windows File Server, see the Amazon
FSx for Windows File Server documentation.

FAQ
Q. I encountered a CREATE_FAILED error when I launched the Quick Start.
A. If AWS CloudFormation fails to create the stack, we recommend that you relaunch the
template with Rollback on failure set to No. (This setting is under Advanced in the
AWS CloudFormation console, Options page.) With this setting, the stack’s state will be
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retained and the instance will be left running, so you can troubleshoot the issue. (For
Windows, look at the log files in %ProgramFiles%\Amazon\EC2ConfigService and
C:\cfn\log.)
Important: When you set Rollback on failure to No, you will continue to incur
AWS charges for this stack. Please make sure to delete the stack when you finish
troubleshooting.
For additional information, see Troubleshooting AWS CloudFormation on the AWS
website.
Q. I encountered a size limitation error when I deployed the AWS CloudFormation
templates.
A. We recommend that you launch the Quick Start templates from the links in this guide or
from another S3 bucket. If you deploy the templates from a local copy on your computer or
from a non-S3 location, you might encounter template size limitations when you create the
stack. For more information about AWS CloudFormation limits, see the AWS
documentation.

Send us feedback
To post feedback, submit feature ideas, or report bugs, use the Issues section of the
GitHub repository for this Quick Start. If you’d like to submit code, please review the Quick
Start Contributor’s Guide.
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