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This Quick Start was created by Micro Focus, Inc. in collaboration with Amazon Web
Services (AWS).
Quick Starts are automated reference deployments that use AWS CloudFormation
templates to deploy key technologies on AWS, following AWS best practices.

Overview
This Quick Start reference deployment guide provides step-by-step instructions for
deploying Micro Focus Operations Orchestration (OO) release 2018.12 on the AWS Cloud.
This Quick Start is for you if you are:


An existing Micro Focus OO customer who wants to implement OO on the AWS Cloud.



Interested in automating and orchestrating repeatable IT operations and infrastructure
or application processes—across any infrastructure (physical, virtual servers, storage,
network, cloud) and any application.
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Micro Focus Operations Orchestration on the AWS Cloud
OO is a system to create and execute actions in structured sequences called flows. These
structured sequences enable seamless automation and orchestration of repeatable IT
operations across teams, tools, and environments.
Examples include:


Maintaining, troubleshooting, and repairing IT resources.



Conducting health checks, along with diagnosing and repairing networks, servers,
software applications, and workstations.



Automating elements, runbooks, and business services.

This Quick Start deploys two OO components:


OO Workflow Designer – a web-based, drag-and-wire graphical designer to formulate
flows out of various operations and subflows.



OO Central – the OO runtime environment for running flows, monitoring runs, and
generating reports.

For more information about getting started with OO, see the Micro Focus OO
documentation portal page.
The following flowchart displays the high-level steps in the OO workflow on the AWS
Cloud.

Figure 1: OO workflow on the AWS Cloud
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Cost and licenses
You are responsible for the cost of the AWS services used while running this Quick Start
reference deployment. There is no additional cost for using the Quick Start.
The AWS CloudFormation template for this Quick Start includes configuration parameters
that you can customize. Some of these settings, such as instance type, will affect the cost of
deployment. For cost estimates, see the pricing pages for each AWS service you will be
using. Prices are subject to change.
Tip After you deploy the Quick Start, we recommend that you enable the AWS Cost
and Usage Report to track costs associated with the Quick Start. This report delivers
billing metrics to an S3 bucket in your account. It provides cost estimates based on
usage throughout each month, and finalizes the data at the end of the month. For
more information about the report, see the AWS documentation.
This Quick Start deploys Operations Orchestration with a 90-day trial license. When the
trial ends, you need to purchase a commercial license or request a trial extension.
For details on how to obtain and apply a license, see Step 4. (Optional) Obtain and apply a
license.

Architecture
Deploying this Quick Start with a new virtual private cloud (VPC) using default
parameters builds the following OO environment in the AWS Cloud.
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Figure 2: Quick Start architecture for OO on AWS

The Quick Start sets up the following:


A highly available architecture that spans two Availability Zones.*



A VPC configured with public and private subnets according to AWS best practices, to
provide you with your own virtual network on AWS.*
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In the public subnets, managed NAT gateways to allow outbound internet access for
resources in the private subnets.*



In the public subnets, a Linux bastion host in an Auto Scaling group to allow inbound
Secure Shell (SSH) access to Amazon Elastic Compute Cloud (Amazon EC2) instances in
public and private subnets.*



In the private subnets:


An Amazon Relational Database Service (Amazon RDS) for PostgreSQL database
instance, which can be deployed in Multi-AZ mode by setting the template parameter
Deploy in Multi-AZ to true. The Multi-AZ deployment creates a primary RDS DB
instance to which OO products connect, and a standby RDS DB instance in another
Availability Zone.



An Application Load Balancer configured with one listener and three listener rules
for routing traffic to the OO Workflow Designer server, the Identity Management
(IDM) server for Workflow Designer, and the OO Central server cluster.



OO Central instances (nodes) in an Auto Scaling group for ensuring that the desired
number of nodes is up at all times.



Security groups for defining SSH access to OO instances based on user input, and for
limiting traffic to the RDS DB instance, so that traffic comes only from the OO
instances.



An Amazon CloudWatch Logs group. The CloudWatch Logs agents in OO instances
populate the OO logs in this group.



An AWS Identity and Access Management (IAM) role with a policy that has fine-grained
permissions needed for OO Central instances to deploy in cluster mode.



An optional Amazon Simple Notification Service (Amazon SNS) topic to inform the
operator via email about possible failed scaling operations (Amazon EC2 launch and
terminate errors).



The bootstrap process inside the OO Central instances create a self-signed certificate for
the Application Load Balancer, imports it into AWS Certificate Manager (ACM), and
then configures the Application Load Balancer’s listener to use it.

* The template that deploys the Quick Start into an existing VPC skips the components
marked by asterisks and prompts you for your existing VPC configuration.
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Planning the deployment
Specialized knowledge
This Quick Start assumes familiarity with basic OO usage in terms of flow authoring,
content pack creation, and running/scheduling flow executions in the OO Central platform.
For information about using OO, see the topics on the Micro Focus Operations
Orchestration documentation portal.
This deployment guide also requires a moderate level of familiarity with AWS services. If
you’re new to AWS, visit the Getting Started Resource Center and the AWS Training and
Certification website for materials and programs that can help you develop the skills to
design, deploy, and operate your infrastructure and applications on the AWS Cloud.

AWS account
If you don’t already have an AWS account, create one at https://aws.amazon.com by
following the on-screen instructions. Part of the sign-up process involves receiving a phone
call and entering a PIN using the phone keypad.
Your AWS account is automatically signed up for all AWS services. You are charged only for
the services you use.

Technical requirements
Before you launch the Quick Start, your account must be configured as specified in the
following table. Otherwise, deployment might fail.

Page 7 of 31

Amazon Web Services – Micro Focus Operations Orchestration on the AWS Cloud
Resources

November 2019

If necessary, request service limit increases for the following resources. You might need to do
this if you already have an existing deployment that uses these resources, and you think you
might exceed the default limits with this deployment. For default limits, see the AWS
documentation.
AWS Trusted Advisor offers a service limits check that displays your usage and limits for
some aspects of some services.
Resource
VPCs

Elastic IP addresses

IAM security groups

This deployment uses
1


0 when deploying into an existing VPC



3 minimum and 8 maximum when deploying into a new
VPC, depending on the number of Availability Zones and
Linux bastion hosts that you choose to create



3 when deploying into an existing VPC



4 when deploying into a new VPC



2 roles if AWSServiceRoleForAutoScaling role does not
exist



1 role if AWSServiceRoleForAutoScaling role exists

IAM roles
AWSServiceRoleForAutoScaling is a role required by the Auto
Scaling group. AWS CloudFormation creates it, if it does not
exist. See the ServiceLinkedRoleARN property details.
Auto Scaling groups
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1 when deploying into an existing VPC



2 when deploying into a new VPC

Application Load
Balancers

1

AWS
CloudFormation
launch templates

2

EC2 instances

Regions





At least 1 when deploying into an existing VPC



At least 2 when deploying into a new VPC

RDS DB instances

2 – A primary and a secondary RDS DB instance.

Amazon
CloudWatch Log
groups

1

SNS topics

1 – Optional

ACM imported
certificates

1 – OO bootstrap process creates and imports a certificate in
ACM, and then configures the Application Load Balancer to
use it.

This deployment is currently not supported in the AWS GovCloud (US), any of the China
Regions, EU (Stockholm), and South America (São Paulo) Regions.
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Make sure that at least one Amazon EC2 key pair exists in your AWS account in the region
where you are planning to deploy the Quick Start. Make note of the key pair name. You’ll be
prompted for this information during deployment. To create a key pair, follow the
instructions in the AWS documentation.
If you’re deploying the Quick Start for testing or proof-of-concept purposes, we recommend
that you create a new key pair instead of specifying a key pair that’s already being used by a
production instance.

IAM permissions

To deploy the Quick Start, you must log in to the AWS Management Console with IAM
permissions for the resources and actions the templates will deploy. The AdministratorAccess
managed policy within IAM provides sufficient permissions, although your organization may
choose to use a custom policy with more restrictions.

S3 buckets

The OO Central instances require a place to store the files required for OO servers to work in
cluster mode (such as encryption keys and Elastic Load Balancing certificates). The generated
files are stored an S3 bucket with each file (object) denoted by a key prefix consisting of:

/<user-specified-string>/microfocus/filename
You must specify the name of the S3 bucket via the template parameter QSS3BucketNameFor
Cluster.
You can optionally specify the prefix for the key names via the template parameter
QSS3KeyPrefixFor
Cluster.
Make sure that the S3 bucket meets the following requirements:


Is not public



Does not use data encryption



Is not configured to lock objects

For details about how to create and configure an S3 bucket, see How Do I Create an S3
Bucket? in the AWS documentation.
Note You don’t have to delete the S3 bucket if you want to redeploy this Quick Start in the
same region, or if you deploy the Quick Start concurrently in the same region.

Deployment options
This Quick Start provides two deployment options:


Deploy Operations Orchestration into a new VPC (end-to-end deployment).
This option builds a new AWS environment consisting of the VPC, subnets, NAT
gateways, security groups, bastion hosts, and other infrastructure components, and then
deploys OO into this new VPC.



Deploy Operations Orchestration into an existing VPC. This option provisions
OO in your existing AWS infrastructure.

The Quick Start provides separate templates for these options. It also lets you configure
CIDR blocks, instance types, and OO settings, as discussed later in this guide.
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Deployment steps
Step 1. Sign in to your AWS account
1. Sign in to your AWS account at https://aws.amazon.com with an IAM user role that has
the necessary permissions. For details, see Planning the deployment earlier in this
guide.
2. Make sure that your AWS account is configured correctly, as discussed in the Technical
requirements section.

Step 2. Launch the Quick Start
Note The instructions in this section reflect the older version of the AWS
CloudFormation console. If you’re using the redesigned console, some of the user
interface elements might be different.
You are responsible for the cost of the AWS services used while running this Quick
Start reference deployment. There is no additional cost for using this Quick Start.
For full details, see the pricing pages for each AWS service you will be using in this
Quick Start. Prices are subject to change.
1. Choose one of the following options to launch the AWS CloudFormation template. For
help choosing an option, see deployment options earlier in this guide.

Deploy

• new VPC
• workload

Deploy Operations Orchestration into
a new VPC on AWS

Deploy

• workload only

Deploy Operations Orchestration into
an existing VPC on AWS

Important If you’re deploying OO into an existing VPC, you will prompted for
your VPC settings. Please make sure that your VPC is configured as follows:
-

It has two private subnets in different Availability Zones for the workload and
RDS DB instances, and the subnets aren’t shared. This Quick Start doesn’t
support shared subnets.
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-

It has two public subnets with NAT gateways in their route tables, for the
Application Load Balancer to operate.

-

The domain name option is configured in the DHCP options, as explained in the
Amazon VPC documentation.

Each deployment takes about 20 minutes to complete.
2. Check the region that’s displayed in the upper-right corner of the navigation bar, and
change it if necessary. This is where the network infrastructure for Operations
Orchestration will be built. The template is launched in the US East (Ohio) Region by
default.
3. On the Select Template page, keep the default setting for the template URL, and then
choose Next.
4. On the Specify Details page, change the stack name if needed. Review the parameters
for the template. Provide values for the parameters that require input. For all other
parameters, review the default settings and customize them as necessary.
In the following tables, parameters are listed by category and described separately for
the two deployment options:
–

Parameters for deploying OO into a new VPC

–

Parameters for deploying OO into an existing VPC

When you finish reviewing and customizing the parameters, choose Next.
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OPTION 1: PARAMETERS FOR DEPLOYING OO INTO A NEW VPC
View template
License agreement:
Parameter label
(name)
License agreement
(LicenseAgreement)

Default

Description

—

I have read and agree to the terms of the End User License
Agreement for Micro Focus Operations Orchestration
(https://www.microfocus.com/media/documentation/micro_
focus_end_user_license_agreement.pdf).

VPC network configuration:
Parameter label
(name)

Default

Description

Availability Zones
(AvailabilityZones)

Requires input

The list of Availability Zones to use for the subnets in the VPC.
Only two Availability Zones are used for this deployment, and
the logical order of your selections is preserved.

VPC CIDR
(VPCCIDR)

10.0.0.0/16

The CIDR block for the VPC.

Private subnet 1 CIDR
(PrivateSubnet1CIDR)

10.0.0.0/19

The CIDR block for private subnet 1 located in Availability
Zone 1.

Private subnet 2 CIDR
(PrivateSubnet2CIDR)

10.0.32.0/19

The CIDR block for private subnet 2 located in Availability
Zone 2.

Public subnet 1 CIDR
(PublicSubnet1CIDR)

10.0.128.0/20

The CIDR block for the public (DMZ) subnet 1 located in
Availability Zone 1.

Public subnet 2 CIDR
(PublicSubnet2CIDR)

10.0.144.0/20

The CIDR block for the public (DMZ) subnet 1 located in
Availability Zone 2.

Linux bastion configuration:
Parameter label
(name)

Default

Description

Bastion instance type
(BastionInstanceType)

t2.micro

The Amazon EC2 instance type for the bastion host instances.

Key pair name
(LinuxBastionKeyPair
Name)

Requires input

The name of an existing public/private key pair, which allows
you to securely connect to your Linux bastion host instance
after it launches.

Allowed bastion
external access CIDR
(BastionAccessCIDR)

Requires input

The CIDR IP range that is permitted to access the bastion
hosts. We recommend that you set this value to a trusted IP
range.
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Load balancer configuration:
Parameter label
(name)

Default

Description

Load balancer scheme
(ELBScheme)

internet-facing

Choose 'internal' to prevent assigning the load balancer a
public IP address. The DNS name of an internal load balancer
will be publicly resolvable to its private IP address.

Load balancer access
CIDR
(ELBAccessCIDR)

Requires input

The CIDR IP range that is permitted to access the load
balancer. We recommend that you set this value to a trusted IP
range. If you have chosen the 'internal' load balancer scheme,
then the IP range you enter here must exist in your VPC.

Database instance configuration:
Parameter label
(name)

Default

Description

Deploy in Multi-AZ
(DBMultiAZ)

false

Choose 'true' to deploy the database across multiple
Availability Zones.

Database instance type
(DBInstanceType)

db.t2.large

The type of EC2 instance for the database server.

Database storage
(DBStorageInGB)

100

The allocated storage for the database server (in GBs) minimum 20, maximum 16384.

Database ‘master’ user
(DBMasterUsername)

oodbadmin

The name of the database ‘master’ user.

Database ‘master’ user
password
(DBMasterPassword)

Requires input

The password for the database ‘master’ user.

Confirm database
‘master’ user
password
(DBMasterPassword
Confirm)

Requires input

The password confirmation for the database 'master' user.

OO Central database
name
(OOCentralDBName)

oocentral

The name for the OO Central database (2-32 characters long).

OO Workflow
Designer database
name
(OODesignerDBName)

oodesigner

The name for the OO Workflow Designer database (2-32
characters long). Ignore this parameter if you do not want to
deploy OO Workflow Designer.

Database backup
retention
(DBBackupRetention
Period)

10

The number of days that Amazon RDS should retain automatic
backups of the DB instance. A backup retention period of zero
days will disable automated backups for the DB instance.

Page 13 of 31

Amazon Web Services – Micro Focus Operations Orchestration on the AWS Cloud
Parameter label
(name)

November 2019

Default

Description

Database backup
window
(DBPreferredBackup
Window)

01:00-01:30

The daily time range in UTC during which the database
automated backups are created. Must be in the format
hh24:mi-hh24:mi. The time interval must be at least 30
minutes, and must not conflict with the preferred maintenance
window.

Database maintenance
window
(DBPreferred
MaintenanceWindow)

Sun:01:30Sun:02:00

The weekly time range in UTC during which system
maintenance can occur. Must be in the format ddd:hh24:middd:hh24:mi and must not conflict with the preferred backup
window.

OO EC2 instances configuration:
Parameter label
(name)
OO key pair name
(OOKeyPairName)

Default

Description

Requires input

The name of an existing EC2 key pair for accessing OO Central
and Workflow Designer EC2 instances.

OO Central cluster configuration:
Parameter label
(name)

Default

Description

OO Central instance
type
(OOCentralInstance
Type)

t2.medium

The type of EC2 instance for the OO Central instances.

T2/T3 burst mode
(OOCentralT2T3Burst)

standard

For T2/T3 instances only, choose the CPU burstable
performance mode.

OO Central
CloudWatch
monitoring
(CWCentralMonitoring)

false

Choose 'true' to enable detailed CloudWatch monitoring of the
OO Central instances for an additional cost.

OO Central nodes in
cluster
(OOCentralNodesSize)

2

The number of OO Central instances (nodes) in the cluster maximum 10.

E-mail notifications
(NotificationTrigger)

true

Choose 'false' if you don't want to receive e-mail notifications
about failed auto-scaling operations.

Operator email
(OperatorEmail)

Optional

The email of the person who will be informed about failed
scaling operations. If you choose not to receive e-mail
notifications, ignore this parameter.

OO Central 'admin'
password
(OOCentralPass)

Requires input

The password for the OO Central administrative 'admin' user.
Must be between 8 and 12 characters long, alphanumeric, can
contain uppercase, lowercase, and at least one of the following
characters: !#$%^&*()+\-={}|;:,.<>?
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Default

Description

Confirm OO Central
'admin' password
(OOCentralPassConfirm)

Requires input

The password confirmation for the OO Central administrative
'admin' user. Must be between 8 and 12 characters long,
alphanumeric, can contain uppercase, lowercase, and at least
one of the following characters: !#$%^&*()+\-={}|;:,.<>?

Linux 'oo' user
password
(OOCentralOOPass)

Requires input

The password for the Linux 'oo' user inside the OO Central
instances. This user has ownership of OO files and processes.
The password must be different than the password of the
Linux root user, must be between 8 and 12 characters long,
alphanumeric, can contain uppercase, lowercase, and at least
one of the following characters: !#$%^&*()+\-={}|;:,.<>?

Confirm Linux 'oo'
user password
(OOCentralOOPass
Confirm)

Requires input

The password confirmation for the Linux 'oo' user inside the
OO Central instances. This user has ownership of OO files and
processes. The password must be different than the password
of the Linux root user, must be between 8 and 12 characters
long, alphanumeric, can contain uppercase, lowercase, and at
least one of the following characters: !#$%^&*()+\-={}|;:,.<>?

Linux 'root' password
(OOCentralRootPass)

Requires input

The password for the Linux 'root' user inside the OO Central
instances. Must be different than the password for the Linux
'oo' user, must be between 8 and 12 characters long,
alphanumeric, can contain uppercase, lowercase, and at least
one of the following characters: !#$%^&*()+\-={}|;:,.<>?

Confirm Linux 'root'
password
(OOCentralRootPass
Confirm)

Requires input

The password confirmation for the Linux 'root' user inside the
OO Central instances Must be different than the password for
the Linux 'oo' user, must be between 8 and 12 characters long,
alphanumeric, can contain uppercase, lowercase, and at least
one of the following characters: !#$%^&*()+\-={}|;:,.<>?

S3 bucket name for OO
cluster
(QSS3BucketNameFor
Cluster)

Requires input

The S3 bucket name that will be used by OO Central cluster
instances to store the encryption keys. This string can include
numbers, lowercase letters, uppercase letters, and hyphens (-).
It cannot start or end with a hyphen (-).

S3 key name prefix for
OO cluster
(QSS3KeyPrefixFor
Cluster)

Requires input

The S3 key prefix for the OO Central cluster instances to store
the encryption files. The key prefix can either be empty or
follow this constraint: can include numbers, lowercase letters,
uppercase letters, forward slashes (/), hyphens (-), and must
end with a forward slash (/).

OO Workflow Designer instance configuration:
Parameter label
(name)
Deploy the OO
Workflow Designer
(OODesignerTrigger)
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Default

Description

OO Workflow
Designer instance type
(OODesignerInstance
Type)

t2.medium

The EC2 instance type for OO Workflow Designer.

OO Workflow
Designer CloudWatch
monitoring
(CWDesignerMonitoring)

false

Choose 'true' to enable detailed CloudWatch monitoring on
the OO Workflow Designer instances for an additional cost.

OO Workflow
Designer 'admin'
password
(OODesignerPass)

Requires input

The password for the OO Workflow Designer administrative
'admin' user. The password must be different than the OO
Central 'admin' password, must be between 8 and 12
characters long, alphanumeric, can contain uppercase,
lowercase, and at least one of the following characters:
!#$%^&*()+\-={}|;:,.<>?

Confirm OO Workflow
Designer 'admin'
password
(OODesignerPass
Confirm)

Requires input

The confirmation password for the OO Workflow Designer
administrative 'admin' user.

Linux 'oo' user
password
(OODesignerOOPass)

Requires input

The password for the Linux 'oo' user inside the OO Workflow
Designer instance. This user has ownership of OO files and
processes. The password must be different than the password
for the Linux 'root' user, must be between 8 and 12 characters
long, alphanumeric, can contain uppercase, lowercase, and at
least one of the following characters: !#$%^&*()+\-={}|;:,.<>?

Confirm Linux 'oo'
user password
(OODesignerOOPass
Confirm)

Requires input

The password confirmation for the Linux 'oo' user inside the
OO Workflow Designer instance. This user has ownership of
OO files and processes. The password must be different than
the password for the Linux 'root' user, must be between 8 and
12 characters long, alphanumeric, can contain uppercase,
lowercase, and at least one of the following characters:
!#$%^&*()+\-={}|;:,.<>?

Linux 'root' password
(OODesignerRootPass)

Requires input

The password for the Linux 'root' user inside the OO Workflow
Designer instance - Must be different than the password for
the Linux 'oo' user, must be between 8 and 12 characters long,
alphanumeric, can contain uppercase, lowercase, and at least
one of the following characters: !#$%^&*()+\-={}|;:,.<>?

Confirm Linux 'root'
password
(OODesignerRootPass
Confirm)

Requires input

The password confirmation for the Linux 'root' user inside the
OO Workflow Designer instance. Must be different than the
password for the Linux 'oo' user, must be between 8 and 12
characters long, alphanumeric, can contain uppercase,
lowercase, and at least one of the following characters:
!#$%^&*()+\-={}|;:,.<>?
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AWS Quick Start configuration:
Note We recommend that you keep the default settings for the following two
parameters, unless you are customizing the Quick Start templates for your own
deployment projects. Changing the settings of these parameters will automatically
update code references to point to a new Quick Start location. For additional details,
see the AWS Quick Start Contributor’s Guide.
Parameter label
(name)

Default

Description

Quick Start S3 bucket
name
(QSS3BucketName)

aws-quickstart

The S3 bucket you created for your copy of Quick Start assets,
if you decide to customize or extend the Quick Start for your
own use. The bucket name can include numbers, lowercase
letters, uppercase letters, and hyphens, but should not start or
end with a hyphen.

Quick Start S3 key
prefix
(QSS3KeyPrefix)

quickstartmicrofocusoperationsorchestration/

The S3 key name prefix used to simulate a folder for your copy
of Quick Start assets, if you decide to customize or extend the
Quick Start for your own use. This prefix can include numbers,
lowercase letters, uppercase letters, forward slashes, hyphens,
and must end in a forward slash (/).

OPTION 2: PARAMETERS FOR DEPLOYING OO INTO AN EXISTING VPC
View template
License agreement:
Parameter label
(name)
License agreement
(LicenseAgreement)

Default
—

Description
I have read and agree to the terms of the End User License
Agreement for Micro Focus Operations Orchestration
(https://www.microfocus.com/media/documentation/micro_f
ocus_end_user_license_agreement.pdf).

VPC network configuration:
Parameter label
(name)

Default

Description

VPC ID
(VPCID)

Requires input

The ID of your existing VPC for deployment.

Private subnet 1 ID
(PrivateSubnet1ID)

Requires input

The ID of the private subnet 1 in Availability Zone 1 for OO
Central cluster and Workflow Designer (e.g., subneta0246dcd).
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Default

Description

Private subnet 2 ID
(PrivateSubnet2ID)

Requires input

The ID of the private subnet 2 in Availability Zone 2 for the
OO Central cluster and Workflow Designer (e.g., subnetb1f432cd).

Public subnet 1 ID
(PublicSubnet1ID)

Requires input

The ID of the public subnet 1 in Availability Zone 1 for the
internet-facing Application Load Balancer (e.g., subnet9bc642ac).

Public subnet 2 ID
(PublicSubnet2ID)

Requires input

The ID of the public subnet 2 in Availability Zone 2 for the
internet-facing Application Load Balancer (e.g., subnete3246d8e).

Load balancer configuration:
Parameter label
(name)

Default

Description

Load balancer scheme
(ELBScheme)

internet-facing

Choose 'internal' to prevent assigning the load balancer a
public IP address. The DNS name of an internal load balancer
will be publicly resolvable to its private IP address.

Load balancer access
CIDR
(ELBAccessCIDR)

Requires input

The CIDR IP range that is permitted to access the load
balancer. We recommend that you set this value to a trusted IP
range. If you have chosen the 'internal' load balancer scheme,
then the IP range you enter here must exist in your VPC.

Database instance configuration:
Parameter label
(name)

Default

Description

Deploy in Multi-AZ
(DBMultiAZ)

false

Choose 'true' to deploy the database across multiple
Availability Zones.

Database instance type
(DBInstanceType)

db.t2.large

The type of EC2 instance for the database server.

Database storage
(DBStorageInGB)

100

The allocated storage for the database server (in GBs) minimum 20, maximum 16384.

Database ‘master’ user
(DBMasterUsername)

oodbadmin

The name of the database ‘master’ user.

Database ‘master’ user
password
(DBMasterPassword)

Requires input

The password for the database ‘master’ user.

Confirm database
‘master’ user
password
(DBMasterPassword
Confirm)

Requires input

The password confirmation for the database 'master' user.
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Default

Description

OO Central database
name
(OOCentralDBName)

oocentral

The name for the OO Central database (2-32 characters long).

OO Workflow
Designer database
name
(OODesignerDBName)

oodesigner

The name for the OO Workflow Designer database (2-32
characters long). Ignore this parameter if you do not want to
deploy OO Workflow Designer.

Database backup
retention
(DBBackupRetention
Period)

10

The number of days that Amazon RDS should retain automatic
backups of the DB instance. A backup retention period of zero
days will disable automated backups for the DB instance.

Database backup
window
(DBPreferredBackup
Window)

01:00-01:30

The daily time range in UTC during which the database
automated backups are created. Must be in the format
hh24:mi-hh24:mi. The time interval must be at least 30
minutes, and must not conflict with the preferred maintenance
window.

Database maintenance
window
(DBPreferred
MaintenanceWindow)

Sun:01:30Sun:02:00

The weekly time range in UTC during which system
maintenance can occur. Must be in the format ddd:hh24:middd:hh24:mi and must not conflict with the preferred backup
window.

OO EC2 instances configuration:
Parameter label
(name)

Default

Description

OO key pair name
(OOKeyPairName)

Requires input

The name of an existing EC2 key pair for accessing OO Central
and Workflow Designer EC2 instances.

SSH access
(OOSSHAccessSGID)

Requires input

SSH access to OO instances will be allowed from all instances
under the security group ID chosen here.

OO Central cluster configuration:
Parameter label
(name)

Default

Description

OO Central instance
type
(OOCentralInstance
Type)

t2.medium

The type of EC2 instance for the OO Central instances.

T2/T3 burst mode
(OOCentralT2T3Burst)

standard

For T2/T3 instances only, choose the CPU burstable
performance mode.
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Default

Description

OO Central
CloudWatch
monitoring
(CWCentralMonitoring)

false

Choose 'true' to enable detailed CloudWatch monitoring of the
OO Central instances for an additional cost.

OO Central nodes in
cluster
(OOCentralNodesSize)

2

The number of Central instances (nodes) in the cluster maximum 10.

E-mail notifications
(NotificationTrigger)

true

Choose 'false' if you don't want to receive e-mail notifications
about failed auto scaling operations.

Operator email
(OperatorEmail)

Optional

The email of the person who will be informed about failed
auto-scaling operations. If you choose not to receive e-mail
notifications, then ignore this parameter.

OO Central 'admin'
password
(OOCentralPass)

Requires input

The password for the OO Central administrative 'admin' user.
Must be between 8 and 12 characters long, alphanumeric, can
contain uppercase, lowercase, and at least one of the following
characters: !#$%^&*()+\-={}|;:,.<>?

Confirm OO Central
'admin' password
(OOCentralPassConfirm)

Requires input

The password confirmation for the OO Central administrative
'admin' user. Must be between 8 and 12 characters long,
alphanumeric, can contain uppercase, lowercase, and at least
one of the following characters: !#$%^&*()+\-={}|;:,.<>?

Linux 'oo' user
password
(OOCentralOOPass)

Requires input

The password for the Linux 'oo' user inside the OO Central
instances. This user has ownership of OO files and processes.
The password must be different than the password of the
Linux root user, must be between 8 and 12 characters long,
alphanumeric, can contain uppercase, lowercase, and at least
one of the following characters: !#$%^&*()+\-={}|;:,.<>?

Confirm Linux 'oo'
user password
(OOCentralOOPass
Confirm)

Requires input

The password confirmation for the Linux 'oo' user inside the
OO Central instances. This user has the ownership of OO files
and processes. The password must be different than the
password of the Linux 'root' user, must be between 8 and 12
characters long, alphanumeric, can contain uppercase,
lowercase, and at least one of the following characters:
!#$%^&*()+\-={}|;:,.<>?

Linux 'root' password
(OOCentralRootPass)

Requires input

The password for the Linux 'root' user inside the OO Central
instances - Must be different than the password for the Linux
'oo' user, must be between 8 and 12 characters long,
alphanumeric, can contain uppercase, lowercase, and at least
one of the following characters: !#$%^&*()+\-={}|;:,.<>?

Confirm Linux 'root'
password
(OOCentralRootPass
Confirm)

Requires input

The password confirmation for the Linux 'root' user inside the
OO Central instances - Must be different than the password
for the Linux 'oo' user, must be between 8 and 12 characters
long, alphanumeric, can contain uppercase, lowercase, and at
least one of the following characters: !#$%^&*()+\-={}|;:,.<>?
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Default

Description

S3 bucket name for OO
cluster
(QSS3BucketNameFor
Cluster)

Requires input

The S3 bucket name that will be used by OO Central cluster
instances to store the encryption keys. This string can include
numbers, lowercase letters, uppercase letters, and hyphens (-).
It cannot start or end with a hyphen (-).

S3 key name prefix for
OO cluster
(QSS3KeyPrefixFor
Cluster)

Requires input

The S3 key prefix for the OO Central cluster instances to store
the encryption files. The key prefix can either be empty or
follow this constraint: can include numbers, lowercase letters,
uppercase letters, forward slashes (/), hyphens (-), and must
end with a forward slash (/).

OO Workflow Designer instance configuration:
Parameter label
(name)

Default

Description

Deploy the OO
Workflow Designer
(OODesignerTrigger)

true

Choose 'false' to not deploy the OO Workflow Designer
instance. If you choose 'false', then all parameters related to
OO Workflow Designer are ignored.

OO Workflow
Designer instance type
(OODesignerInstance
Type)

t2.medium

The EC2 instance type for OO Workflow Designer.

OO Workflow
Designer CloudWatch
monitoring
(CWDesignerMonitoring)

false

Choose 'true' to enable detailed CloudWatch monitoring on
the OO Workflow Designer instances for an additional cost.

OO Workflow
Designer 'admin'
password
(OODesignerPass)

Requires input

The password for the OO Workflow Designer administrative
'admin' user. The password must be different than the OO
Central 'admin' password, must be between 8 and 12
characters long, alphanumeric, can contain uppercase,
lowercase, and at least one of the following characters:
!#$%^&*()+\-={}|;:,.<>?

Confirm OO Workflow
Designer 'admin'
password
(OODesignerPass
Confirm)

Requires input

The confirmation password for the OO Workflow Designer
administrative 'admin' user.

Linux 'oo' user
password
(OODesignerOOPass)

Requires input

The password for the Linux 'oo' user inside the OO Central
instances. This user has ownership of OO files and processes.
The password must be different than the password of the
Linux root user, must be between 8 and 12 characters long,
alphanumeric, can contain uppercase, lowercase, and at least
one of the following characters: !#$%^&*()+\-={}|;:,.<>?
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Default

Description

Confirm Linux 'oo'
user password
(OODesignerOOPass
Confirm)

Requires input

The password confirmation for the Linux 'oo' user inside the
OO Workflow Designer instance. This user has ownership of
OO files and processes. The password must be different than
the password for the Linux 'root' user, must be between 8 and
12 characters long, alphanumeric, can contain uppercase,
lowercase, and at least one of the following characters:
!#$%^&*()+\-={}|;:,.<>?

Linux 'root' password
(OODesignerRootPass)

Requires input

The password for the Linux 'root' user inside the OO Workflow
Designer instance. Must be different than the password for the
Linux 'oo' user, must be between 8 and 12 characters long,
alphanumeric, can contain uppercase, lowercase, and at least
one of the following characters: !#$%^&*()+\-={}|;:,.<>?

Confirm Linux 'root'
password
(OODesignerRootPass
Confirm)

Requires input

The password confirmation for the Linux 'root' user inside the
OO Workflow Designer instance. Must be different than the
password for the Linux 'oo' user, must be between 8 and 12
characters long, alphanumeric, can contain uppercase,
lowercase, and at least one of the following characters:
!#$%^&*()+\-={}|;:,.<>?

5. On the Options page, you can specify tags (key-value pairs) for resources in your stack
and set advanced options. When you’re done, choose Next.
6. On the Review page, review and confirm the template settings. Under Capabilities,
select the two check boxes to acknowledge that the template will create IAM resources
and that it might require the capability to auto-expand macros.
7. Choose Create to deploy the stack.
8. Monitor the status of the stack. When the status is CREATE_COMPLETE, the OO
cluster is ready.
9. Use the URLs displayed in the Outputs tab for the stack, as shown in the following
figure, to access the OO Central web app and, if chosen, the OO Workflow Designer and
its Identity Management web apps.
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Figure 3: OO stack outputs in the AWS CloudFormation console after successful deployment

Step 3. Test the deployment
To test the deployment, log in to your newly created OO Central cluster by accessing the
URL specified in the OOCentralCluster stack output.
If you have also chosen to deploy OO Workflow Designer, you can log in to Workflow
Designer by accessing the URL specified in the OOWorkflowDesigner stack output.
Note You can access the URLs only from the IP range defined by the parameter
Load balancer access CIDR.
Log in with the user name “admin” and the passwords that you provided before you created
the stack, as shown in the following figure.
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Figure 4: Logging in to OO

For information about how to author and schedule flows, see the OO Workflow Designer
and OO Central documentation portals.

Step 4. (Optional) Obtain and apply a license
This Quick Start deploys Micro Focus OO with a 90-day trial license. When the trial ends,
you will either need to purchase a commercial license or request a trial extension, as
follows:


If you’re an existing OO customer, please contact your Micro Focus OO sales
representative by going to the Contact Us: Operations Orchestration webpage, and
then logging in.



If you’re a new OO customer, fill out the form on the Contact Us: Operations
Orchestration webpage. Alternatively, you can log in or create an account on the
Micro Focus Portal, and follow the steps described in the Software Licenses and
Downloads Quick Start Guide. To view the Software Licenses and Downloads Quick
Start Guide, you must first log in or create an account.

After you obtain the license, log in to the OO Central cluster and apply it, as follows:
1. On the left menu, select System Configuration, as shown in the following figure.
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2. Go to the System Settings > License tab.
3. Choose Install License.
4. Upload the license file, and then choose OK.

Figure 5: Installing the OO license

For guidelines on installing the license, see
https://docs.microfocus.com/itom/Operations_Orchestration:2018.12/Administer/Admin
ister/License.

Security
Password policy
The Linux ‘oo’, Linux ‘root’, OO ‘admin’ and database master user password parameters
must be configured as follows:


Must be between 8 and 32 characters, alphanumeric, can contain uppercase, lowercase,
and at least one of the following characters: !#$%^&*()+\\-={}|;:,.<>?



The OO Central ‘admin’ user password must be different from the OO Workflow
Designer ‘admin’ user password.



The Linux ‘oo’ user password must be different from the Linux ‘root’ user password.
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SSH access
If you deploy the OO stack in a new VPC, the SSH access to OO instances is allowed only
from the Linux bastion host instance.
If you deploy into an existing VPC, SSH access is allowed from any instance in the security
group specified by the parameter SSH access.
Use the EC2 key pair that you provided for the parameter OO key pair name to connect
via SSH into the OO instances.
Note The Amazon EC2-user is disabled from the sudoers list. To have full access to
the OO Linux bastion host instance, you must switch to either ‘oo’ or ‘root’ users,
using the passwords that you provided.

Best Practices
Clustering
You define the number of OO Central nodes (instances) that get created by specifying the
desired value in the parameter OO Central nodes in cluster – any value from 1 to 10 is
accepted.
A larger number of OO Central instances require a larger database instance type.


For OO clusters with up to 6 nodes, we recommend the db.t2.large and db.m4.large
database instance types



For OO clusters with up to 10 nodes, we recommend the db.t2.xlarge and db.m4.xlarge
database instance types.

The OO Central cluster instances use the S3 bucket name and key prefix that you provide
for parameters QSS3BucketNameForCluster and QSS3KeyPrefixForCluster
respectively, to store the files required by these instances to work in cluster mode.
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At start-up, the OO bootstrap process creates an object named “microfocus/oo-centralcluster-2018.12” in the provided S3 key prefix, in which the OO encryption key and the
load balancer certificates are uploaded.
Important Make sure that this S3 bucket is not public, and that it is configured as
described in the Technical requirements section

Logging
All OO instances have the CloudWatch Logs agent configured at start-up. The Logs agent
creates a log group with the same name as the OO stack, and streams the OO logs in this
group.
You can find these logs in the Amazon CloudWatch console, in the Logs section.

Figure 5: OO Log groups in the Amazon CloudWatch console

The log streams are set to never expire, and are named in the following format, and as
shown in the following figure:
<instance_ID>-<OO_Product>-<log_type.log>
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Figure 6: OO Log streams

For more information about Amazon CloudWatch, see the Amazon Cloud Watch
documentation.

Placement and recovery of the OO Workflow Designer instance
If the load balancer’s scheme is set to “internet-facing,” the OO Workflow Designer instance
is placed in the first public subnet (PublicSubnet1ID). Therefore, it will have a public IP
address after deployment.
The OO Workflow Designer instance is also configured to auto-recover, if it becomes
impaired because of an underlying hardware failure or a problem that requires AWS
involvement to repair.
If this happens, a new instance will be created with the same specifications and IP address
as the first instance.

OO Community forum
The OO Community forum contains a vast amount of information about best practices for
OO authoring, integration with other services, custom content packs, how other OO
practitioners/experts overcome various challenges, and other topics.
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FAQ
Q. I encountered a CREATE_FAILED error when I launched the Quick Start.
A. If AWS CloudFormation fails to create the stack, we recommend that you relaunch the
template with Rollback on failure set to No. (This setting is under Advanced in the
AWS CloudFormation console, Options page.) With this setting, the stack’s state will be
retained and the instance will be left running, so you can troubleshoot the issue.
Important When you set Rollback on failure to No, you will continue to incur
AWS charges for this stack. Please make sure to delete the stack when you finish
troubleshooting.
For additional information, see Troubleshooting AWS CloudFormation on the AWS
website.
Q. I encountered a size limitation error when I deployed the AWS CloudFormation
templates.
A. We recommend that you launch the Quick Start templates from the links in this guide or
from another S3 bucket. If you deploy the templates from a local copy on your computer or
from a non-S3 location, you might encounter template size limitations when you create the
stack. For more information about AWS CloudFormation limits, see the AWS
documentation.
Q. Can I use custom SSL certificates for the ELB load balancer?
A. This option is not supported in the current version.
Q. Where can I get additional content packs?
A. You can find a vast collection of content packs in the ITOM Marketplace.
Q. How can I troubleshoot issues encountered with the OO servers?
A. See the OO Central and OO Workflow Designer troubleshooting guides in the Micro
Focus documentation portal. In addition, you can consult the logs of every OO instance in
your stack in the Amazon CloudWatch console, in the Logs section. See the Logging section
in Best practices.
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Q. OO webpages are not accessible.
A. Make sure that you access the load balancer’s DNS name from the sources that reside in
the IP range that you have defined in the template parameter ELBAccessCIDR. You can
always modify the allowed IP range from the Amazon EC2 console. For more information,
see the AWS VPC Security Group guide.

Send us feedback
To post feedback, submit feature ideas, or report bugs, use the Issues section of the
GitHub repository for this Quick Start. If you’d like to submit code, please review the Quick
Start Contributor’s Guide.

Additional resources
AWS resources


Getting Started Resource Center



AWS General Reference



AWS Glossary

AWS services


AWS Certificate Manager



AWS CloudFormation



Amazon CloudWatch



Amazon EC2



IAM



Amazon RDS



Amazon SNS



Amazon VPC

Operations Orchestration documentation


Use OO Central



Use OO Workflow Designer



OO key concepts
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Troubleshoot OO Central

Other Quick Start reference deployments


AWS Quick Start home page
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