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This Quick Start deployment guide was created by Tableau Software in collaboration with 

Amazon Web Services (AWS).  

Quick Starts are automated reference deployments that use AWS CloudFormation 

templates to launch, configure, and run the AWS compute, network, storage, and other 

services required to deploy a specific workload on AWS. 

Overview 

Tableau Server is a scalable, enterprise-class analytics platform that enables you to 

securely scale data and analytics across your organization. Users can filter and drill down 

into data, or author new content, without being limited to predefined questions, wizards, 

or chart types. They can share and collaborate with Tableau workbooks and data sources. 

Distributed mobile and browser-based users can interact with workbooks published to the 

server from Tableau Desktop or embedded into company portals. Tableau Desktop users 

can leverage prepared data sources published from Tableau Prep. 

This Quick Start deployment guide provides step-by-step instructions for deploying 

Tableau Server on the AWS Cloud. Specifically, this Quick Start deploys Tableau Server in 

an environment that can help organizations with workloads that fall within the scope of the 

U.S. Health Insurance Portability and Accountability Act (HIPAA). The Quick Start 

addresses certain technical requirements in the Privacy, Security, and Breach Notification 

Rules under the HIPAA Administrative Simplification Regulations (45 C.F.R. Parts 160 

and 164). The deployment guide includes links for viewing and launching AWS 

CloudFormation templates that automate the deployment. 

This Quick Start is for health IT infrastructure architects, administrators, and DevOps 

professionals who are planning to implement or extend their Tableau Server workloads to 

the AWS Cloud. 

  

http://aws.amazon.com/quickstart/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cloudformation/
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IMPORTANT: PLEASE READ 

You must have an AWS Business Associate Addendum (BAA) in place, 

and follow its configuration requirements, before running protected 

health information (PHI) workloads on AWS. You should not use your AWS 

account in connection with PHI until you have accepted the AWS BAA and 

configured your AWS account(s) as required by the AWS BAA. Under HIPAA 

regulations, covered entities and business associates are responsible for putting in 

place a business associate agreement between themselves and each of their business 

associates. You are solely responsible for determining whether you and your 

organization need a business associate agreement with AWS. If you determine 

you need a business associate agreement with AWS, you can accept the 

AWS BAA through a self-service portal in AWS Artifact. It is your 

responsibility to obtain a BAA from AWS. For more information about the AWS 

BAA, please visit the AWS HIPAA Compliance webpage. 

This Quick Start does not address state-specific laws that may apply to 

you. This Quick Start only addresses requirements set forth under HIPAA, a U.S. 

federal law. Many individual states have adopted rules that are different and in some 

cases, stricter than those that are federally mandated under HIPAA.  

This Quick Start will not, by itself, make you HIPAA-compliant. The 

information contained in this Quick Start package is not exhaustive, and must be 

reviewed, evaluated, assessed, and approved by you in connection with your 

organization’s particular security features, tools, and configurations. The security 

controls reference document included with this Quick Start explains how this Quick 

Start can be used to help support your compliance with certain requirements under 

the HIPAA Privacy and Security Rules. However, it is the sole responsibility of 

you and your organization to determine which HIPAA regulatory 

requirements are applicable to you, and to ensure that you comply with 

those applicable requirements. Importantly, most of the requirements under 

HIPAA are not technical but administrative (that is, people- and process-oriented). 

Although the security controls reference that is included with this Quick Start lists 

and discusses both the technical and administrative requirements, this Quick Start 

cannot help you comply with the non-technical HIPAA requirements.   

  

https://aws.amazon.com/artifact/getting-started/#BAA_Agreements
https://aws.amazon.com/artifact/getting-started/#BAA_Agreements
https://aws.amazon.com/compliance/contact/
https://aws.amazon.com/compliance/hipaa-compliance/
https://fwd.aws/YYYmx
https://fwd.aws/YYYmx
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Does HIPAA Apply to Your Organization? 
Customers are solely responsible for determining whether HIPAA applies to them, and if 

so, for complying with their obligations under HIPAA, the AWS BAA, and all other 

applicable laws, rules, and regulations. AWS does not provide legal or compliance advice. 

Customers should consult with qualified legal counsel or consultants, as needed, to ensure 

that their use of AWS complies with HIPAA, the terms of the AWS BAA, and other 

applicable laws, rules, and regulations.  

Quick Links 
The links in this section are for your convenience. Before you launch the Quick Start, 

please review the architecture, security, and other considerations discussed in this guide. 

 If you have an AWS account that meets the technical requirements for this deployment, 

and you’re familiar with AWS services, Tableau Server, and HIPAA, you can launch the 

Quick Start to build the architecture shown in Figure 2 in a new or existing virtual 

private cloud (VPC). The deployment takes approximately 45-50 minutes. If you’re new 

to AWS, Tableau Server, or configuring architectures for HIPAA workloads on AWS, 

please review the details and follow the step-by-step instructions in this guide. 

 If you want to take a look under the covers, you can view the AWS CloudFormation 

templates that automate the deployment. The templates provide default settings that 

you can customize by following the instructions in this guide.  

 To see how HIPAA regulatory requirements map to Quick Start architecture decisions, 

components, and configurations, view the security controls reference (Microsoft Excel 

spreadsheet).  The excerpt in Figure 1 provides a sample of the available information. 

Launch 
(for new VPC)

Launch 
(for existing VPC)

View template 
(for new VPC)

View template 
(for existing VPC)

View security 
controls 

reference 

https://fwd.aws/YYYmx
https://fwd.aws/G4QV3
https://fwd.aws/G4QV3
https://fwd.aws/N8Bd9
https://fwd.aws/qby9n
https://fwd.aws/J8aAz
https://fwd.aws/YYYmx
https://fwd.aws/G4QV3
https://fwd.aws/G4QV3
https://fwd.aws/G4QV3
https://fwd.aws/N8Bd9
https://fwd.aws/N8Bd9
https://fwd.aws/qby9n
https://fwd.aws/J8aAz
https://fwd.aws/YYYmx
https://fwd.aws/N8Bd9
https://fwd.aws/N8Bd9
https://fwd.aws/G4QV3
https://fwd.aws/N8Bd9
https://fwd.aws/qby9n
https://fwd.aws/qby9n
https://fwd.aws/J8aAz
https://fwd.aws/YYYmx
https://fwd.aws/qby9n
https://fwd.aws/qby9n
https://fwd.aws/G4QV3
https://fwd.aws/N8Bd9
https://fwd.aws/qby9n
https://fwd.aws/J8aAz
https://fwd.aws/J8aAz
https://fwd.aws/YYYmx
https://fwd.aws/J8aAz
https://fwd.aws/J8aAz
https://fwd.aws/G4QV3
https://fwd.aws/N8Bd9
https://fwd.aws/qby9n
https://fwd.aws/J8aAz
https://fwd.aws/YYYmx
https://fwd.aws/YYYmx
https://fwd.aws/YYYmx
https://fwd.aws/YYYmx
https://fwd.aws/YYYmx
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Figure 1: Security controls reference 

Costs and Licenses 
You are responsible for the cost of the AWS services used while running this Quick Start 

reference deployment. There is no additional cost for using the Quick Start. See the pricing 

pages for each AWS service you will be using for cost estimates. 

This Quick Start requires a license for Tableau Server, as described in the Prerequisites 

section. You can also use a 14-day trial version of Tableau Server, which is free of charge.  

Architecture 
Deploying this Quick Start for a new VPC with default parameters builds the following 

Tableau Server standalone environment on AWS. 
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Figure 2: Quick Start architecture for Tableau Server on AWS 

The Quick Start sets up the following: 

 A VPC configured with public and private subnets according to AWS best practices.* 

 An internet gateway to provide access to the internet.* 

 In the public subnets, managed NAT gateways to allow outbound internet access for 

resources in private subnets.* 

 In the public subnets, a bastion host in an Auto Scaling group to allow remote access to 

the VPC.* 

 In a private subnet, an Amazon Elastic Compute Cloud (Amazon EC2) instance that 

contains Tableau Server, in an Auto Scaling group. 

 An Application Load Balancer to route traffic to Tableau Server over HTTPS. 
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 A Secure Sockets Layer (SSL) certificate managed by AWS Certificate Manager (ACM) 

deployed on the load balancer to encrypt all traffic between the internet and the load 

balancer. A separate self-signed certificate is generated on the EC2 instance to encrypt 

traffic between the load balancer and Tableau Server. 

 AWS Config rules to monitor the Tableau Server deployment configuration. If you 

haven’t created a configuration recorder and delivery channel, the Quick Start will 

create those as well. 

 An Amazon Route 53 record set that maps the fully qualified domain name to the load 

balancer DNS. 

* The template that deploys the Quick Start into an existing VPC skips the components 

marked by the asterisks and prompts you for your existing VPC configuration. 

Prerequisites 
Specialized Knowledge 

Before you deploy this Quick Start, we recommend that you become familiar with the 

following AWS services. If you are new to AWS, see the Getting Started Resource Center. 

 AWS Certificate Manager (ACM) 

 Amazon Elastic Block Store (Amazon EBS)  

 Amazon Elastic Compute Cloud (Amazon EC2)  

 Amazon Route 53 

 Amazon Virtual Private Cloud (Amazon VPC)  

 Elastic Load Balancing 

For information about HIPAA on AWS, see the HIPAA compliance page on the AWS 

website. 

Technical Requirements 

Before deploying Tableau Server on AWS, you must have the following: 

 An AWS account. 

 An Amazon EC2 key pair. 

 A domain managed by Route 53. 

 A Tableau Server trial license or product key. You can sign up for a trial license on the 

Tableau Server website. To obtain a product key, contact sales@tableau.com. 

https://docs.aws.amazon.com/config/latest/developerguide/stop-start-recorder.html
https://docs.aws.amazon.com/config/latest/developerguide/manage-delivery-channel.html
http://aws.amazon.com/getting-started/
https://aws.amazon.com/documentation/acm/
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
http://aws.amazon.com/documentation/ec2/
https://aws.amazon.com/documentation/route53/
http://aws.amazon.com/documentation/vpc/
https://aws.amazon.com/documentation/elasticloadbalancing/
https://aws.amazon.com/compliance/hipaa-compliance/
https://www.tableau.com/trial/tableau-software
mailto:sales@tableau.com
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Note    This Quick Start supports a standalone deployment of Tableau Server. 

Clustered deployments are outside the scope of this Quick Start and require a manual 

deployment process. For a cluster-based deployment, you will also need a user-based 

server license (which covers all authorized users of Tableau Server) or a core-based 

server license (with a minimum of 16 cores). To obtain a product key, contact 

sales@tableau.com. 

Deployment Options 
This Quick Start provides two deployment options: 

 Deploy Tableau Server into a new VPC (end-to-end deployment). This option 

builds a new AWS environment consisting of the VPC, subnets, NAT gateways, security 

groups, and other infrastructure components, and then deploys Tableau Server into 

this new VPC. 

 Deploy Tableau Server into an existing VPC. This option provisions Tableau 

Server in your existing AWS infrastructure and configures logging and monitoring.  

In both cases, this Quick Start installs the latest version of Tableau Server on an EC2 

instance running your operating system choice: Microsoft Windows Server 2012 R2, 

CentOS 7 x86_64 HVM, Ubuntu Server 16.04-LTS-HVM, or Amazon Linux 2.  

The deployment enforces encryption at rest and encryption in transit on the Tableau 

Server instance, and configures all AWS resources to align with the requirements in the 

AWS BAA. Additionally, the Quick Start offers AWS Config rules to check encryption at 

rest, logging, and networking. 

Note     The Quick Start deployments use the default configuration settings of 

Tableau Server, including local authentication. For deployments with custom 

configurations, including using Active Directory authentication, see Additional 

Resources.  

Deployment Steps 

Step 1. Prepare an AWS Account 

1. If you don’t already have an AWS account, create one at http://aws.amazon.com by 

following the on-screen instructions.  

2. Use the region selector in the navigation bar to choose the AWS Region where you want 

to deploy Tableau Server on AWS. 

mailto:sales@tableau.com
http://aws.amazon.com/
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3. Create a key pair in your preferred region. To do this, in the navigation pane of the 

Amazon EC2 console, under Network & Security, choose Key Pairs, and then click 

Create Key Pair. 

4. If necessary, request a service limit increase for the following:  

– Amazon EC2 m5.4xlarge instance, or whichever instance type you will use for 

Tableau Server. You might need to do this if you already have an existing 

deployment that uses this instance type, and you think you might exceed the default 

limit with this reference deployment.  

– Elastic IP addresses. The Quick Start uses two addresses (one per NAT Gateway), 

and the default limit is five addresses. 

Step 2. Launch the Quick Start 

Note    You are responsible for the cost of the AWS services used while running this 

Quick Start reference deployment. There is no additional cost for using this Quick Start. 

See the pricing pages for each AWS service you will be using for full details.  

1. If you are using the CentOS operating system, subscribe to the CentOS AMI in AWS 

Marketplace. 

2. Choose one of the following options to launch the AWS CloudFormation template into 

your AWS account. For help choosing an option, see Deployment Options earlier in this 

guide. 

Option 1 

Deploy Tableau Server into a  

new VPC on AWS 

Option 2 

Deploy Tableau Server into an 

existing VPC on AWS 

 

Important     If you’re deploying Tableau Server into an existing VPC, you will be 

prompted for your VPC settings when you launch the Quick Start. You will also need an 

EC2 security group, such as from a bastion host, that you can use to access Tableau 

Services Manager (TSM) over port 8850.  

Each deployment takes about approximately 45-50 minutes to complete.  

Launch Launch

http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://aws.amazon.com/marketplace/pp/B00O7WM7QW
https://aws.amazon.com/marketplace/pp/B00O7WM7QW
https://fwd.aws/rBgQD
https://fwd.aws/rBgQD
https://fwd.aws/G4QV3
https://fwd.aws/G4QV3
https://fwd.aws/G4QV3
https://fwd.aws/N8Bd9
https://fwd.aws/N8Bd9
https://fwd.aws/N8Bd9
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3. Check the region that’s displayed in the upper-right corner of the navigation bar, and 

change it to match what you selected in step 1 if necessary. The template is launched in 

the US West (Oregon) Region by default.  

4. On the Select Template page, keep the default setting for the template URL, and then 

choose Next. 

5. On the Specify Details page, change the stack name if needed. Review the parameters 

for the template. Enter values for the parameters that require your input. For all other 

parameters, you can customize the default settings provided by the template. When you 

finish reviewing and customizing the parameters, choose Next. 

In the following tables, parameters are listed by category and described separately for 

the two deployment options:  

– Parameters for deploying Tableau Server into a new VPC 

– Parameters for deploying Tableau Server into an existing VPC 

●    Option 1: Parameters for deploying Tableau Server into a new VPC 

View template 

AWS Environment and Machine Configuration: 

Parameter label 

(name) 

Default Description 

Availability Zones 

(AvailabilityZones) 

Requires input The list of Availability Zones to use for the subnets in the VPC. 

You must choose two Availability Zones. The Quick 

Start preserves the logical order you specify. 

Tableau Server 

instance type 

(InstanceType) 

m5.4xlarge The EC2 instance type where Tableau Server will be installed. 

Key Pair Name 

(KeyPairName) 

Requires input Public/private key pair, which allows you to connect securely 

to your instance after it launches. When you created an AWS 

account, this is the key pair you created in your preferred 

region. 

AMI Operating System 

(AMIOS) 

Amazon-Linux-2 The operating system (Microsoft Windows Server, CentOS, 

Ubuntu Server, or Amazon Linux 2) on the EC2 instance 

where Tableau Server will be installed. If you choose CentOS, 

make sure that you have a subscription to the CentOS AMI in 

AWS Marketplace. 

Source CIDR for 

Access 

(SourceCIDR) 

Requires input The CIDR address from which you will connect to the 

instance. We recommend that you set this value to a trusted 

CIDR block to restrict access to IP addresses from only your 

https://fwd.aws/qby9n
https://aws.amazon.com/marketplace/pp/B00O7WM7QW
https://aws.amazon.com/marketplace/pp/B00O7WM7QW
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Parameter label 

(name) 

Default Description 

network. The CIDR block parameter must be in the form 

x.x.x.x/x.  

CIDR for Bastion Host 

Access 

(BastionAdminCIDR) 

Requires input The CIDR address from which you will remote into the 

Tableau Server instance. 

AWS Config Recorder 

ARN 

(ConfigRecorder) 

 

Optional The Amazon Resource Name (ARN) of your existing 

configuration recorder for AWS Config. If you leave this 

parameter blank, the Quick Start will create a configuration 

recorder for you. 

AWS Config Delivery 

Channel ARN  

(ConfigDeliveryChannel) 

Optional The ARN of your existing delivery channel for AWS Config. If 

you leave this parameter blank, the Quick Start will create a 

delivery channel for you. 

Server DNS Configuration: 

Parameter label 

(name) 

Default Description 

Full DNS Name for 

Tableau Server 

(AWSPublicFQDN) 

Requires input The DNS address for the Tableau Server portal.  

DNS Zone ID 

(AWSHostedZoneID) 

Requires input The DNS zone ID that contains the server’s DNS entry.  

SSL Certificate ARN 

(SSLCertificateARN) 

Optional The ARN for an existing SSL certificate you want to use. This 

certificate requires a matching DNS name. Leave this 

parameter blank if you aren’t using a certificate. If you don’t 

specify an ARN, a certificate will be created for you in the DNS 

hosted zone ID you specified. 

Important    You must have an Amazon Route 53 managed 

domain, as specified in the Technical Requirements section. 

Secrets: 

Parameter label 

(name) 

Default Description 

Tableau Services 

Manager (TSM) 

administrator 

username 

(Username) 

Requires input (Linux only) The Tableau Services Manager (TSM) 

administrator’s user name. You cannot use “tableau,” 

“tsmagent,” “admin,” or “root” as the user name. 

Tableau Services 

Manager (TSM) 

administrator 

Requires input (Linux only) The Tableau Services Manager (TSM) 

administrator’s password. This must be at least 6 characters. 

https://docs.aws.amazon.com/config/latest/developerguide/stop-start-recorder.html
https://docs.aws.amazon.com/config/latest/developerguide/manage-delivery-channel.html
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Parameter label 

(name) 

Default Description 

password 

(Password) 

Tableau Server 

administrator 

username 

(TableauServerAdmin 

User) 

Requires input The user name of the initial administrator for Tableau Server. 

Tableau Server 

administrator 

password 

(TableauServerAdmin 

Password) 

Requires input The password of the initial administrator for Tableau Server. 

This must be at least 6 characters. 

Windows Bastion 

admin username 

(WindowsBastionAdmin) 

Optional (Windows bastion host only; leave blank to choose a Linux 

bastion host.) The user name for the new local administrator 

account. This is a 5-25 character, alphanumeric string.  

Windows Bastion 

admin password 

(WindowsBastionPwd) 

Optional (Windows bastion host only; if you have specified a Windows 

bastion administrator user name, you must also supply a 

password.) The password for the administrative account. This 

is an 8-32 character string that includes letters, numbers, and 

symbols.  

Registration: 

Parameter label 

(name) 

Default Description 

Accept Tableau End 

User License 

Agreement 

(AcceptEULA) 

No View the EULA at https://www.tableau.com/eula, and then 

choose Yes to indicate your acceptance. 

Tableau Activation 

Key 

(TableauServerLicense 

Key) 

Requires input The Tableau Server license key. Leave blank to use a free 14-

day trial license. To obtain a license key, contact 

sales@tableau.com. 

First Name 

(RegFirstName) 

Requires input First name of the Tableau Server user. 

Last Name 

(RegLastName) 

Requires input Last name of the Tableau Server user. 

Email Address 

(RegEmail) 

Requires input Email address of the Tableau Server user. 

Company 

(RegCompany) 

Requires input Company that the Tableau Server user works for. 

https://www.tableau.com/eula
mailto:sales@tableau.com
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Parameter label 

(name) 

Default Description 

Title 

(RegTitle) 

Requires input Job title of the Tableau Server user. 

Department 

(RegDepartment) 

Requires input Department of the Tableau Server user. 

Industry 

(RegIndustry) 

Requires input Industry that the Tableau Server user works in. 

Phone 

(RegPhone) 

Requires input Telephone number of the Tableau Server user. 

City 

(RegCity) 

Requires input City that the Tableau Server user lives in. 

State 

(RegState) 

Requires input State that the Tableau Server user lives in. 

Zip/Postal Code 

(RegZip) 

Requires input Zip code or postal code of the Tableau Server user. 

Country 

(RegCountry) 

Requires input Country that the Tableau Server user lives in. 

AWS Quick Start Configuration: 

Parameter label 

(name) 

Default Description 

Quick Start S3 Bucket 

Name 

(QSS3BucketName) 

aws-quickstart The S3 bucket you have created for your copy of Quick Start 

assets, if you decide to customize or extend the Quick Start for 

your own use. The bucket name can include numbers, 

lowercase letters, uppercase letters, and hyphens, but should 

not start or end with a hyphen. 

Quick Start S3 Key 

Prefix 

(QSS3KeyPrefix) 

quickstart-tableau-

server-healthcare/ 

The S3 key name prefix used to simulate a folder for your copy 

of Quick Start assets, if you decide to customize or extend the 

Quick Start for your own use. This prefix can include numbers, 

lowercase letters, uppercase letters, hyphens, and forward 

slashes. 

Quick Start Tag key 

(QSTagKey) 

QuickStartID The tag key used to identify the resources from this Quick 

Start. 

Quick Start Tag value 

(QSTagValue) 

TableauServer 

Healthcare 

The tag value used to identify the resources from this Quick 

Start. 

 
  

https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingMetadata.html
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 Option 2: Parameters for deploying Tableau Server into an existing VPC 

View template 

AWS Environment and Machine Configuration: 

Parameter label 

(name) 

Default Description 

AMI Operating System 

(AMIOS) 

Amazon-Linux-2 The operating system (Microsoft Windows Server, CentOS, 

Ubuntu Server, or Amazon Linux 2) on the EC2 instance 

where Tableau Server will be installed. If you choose CentOS, 

make sure that you have a subscription to the CentOS AMI in 

AWS Marketplace. 

Bastion Host Security 

Group ID 

(BastionSecurityGroup) 

Requires input The ID of the bastion security group in your existing VPC (e.g., 

sg-7f16e910). 

Tableau Server 

instance type 

(InstanceType) 

m5.4xlarge The EC2 instance type where Tableau Server will be installed. 

Key Pair Name 

(KeyPairName) 

Requires input Public/private key pair, which allows you to connect securely 

to your instance after it launches. When you created an AWS 

account, this is the key pair you created in your preferred 

region. 

Public Subnet IDs in 

your VPC 

(PublicSubnetIds) 

Requires input The IDs of the public subnets in your existing VPC (e.g., 

subnet-a0246dcd). 

Private Subnet IDs in 

your VPC 

(PrivateSubnetIds) 

Requires input The IDs of the private subnets in your existing VPC (e.g., 

subnet-a0246dcd). 

Source CIDR for 

Access 

(SourceCIDR) 

 

Requires input The CIDR address from which you will connect to the 

instance. We recommend that you set this value to a trusted 

CIDR block to restrict access to IP addresses from only your 

network. The CIDR block parameter must be in the form 

x.x.x.x/x.  

VPC CIDR Block 

(VpcCidr) 

Requires input The CIDR block for your existing VPC. 

VPC ID 

(VpcId) 

Requires input The ID of your existing VPC (e.g., vpc-0343606e). 

AWS Config Recorder 

ARN 

(ConfigRecorder) 

 

Optional The Amazon Resource Name (ARN) of your existing 

configuration recorder for AWS Config. If you leave this 

parameter blank, the Quick Start will create a configuration 

recorder for you. 

AWS Config Delivery 

Channel ARN  

(ConfigDeliveryChannel) 

Optional The ARN of your existing delivery channel for AWS Config. If 

you leave this parameter blank, the Quick Start will create a 

delivery channel for you. 

https://fwd.aws/J8aAz
https://aws.amazon.com/marketplace/pp/B00O7WM7QW
https://aws.amazon.com/marketplace/pp/B00O7WM7QW
https://docs.aws.amazon.com/config/latest/developerguide/stop-start-recorder.html
https://docs.aws.amazon.com/config/latest/developerguide/manage-delivery-channel.html
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Server DNS Configuration: 

Parameter label 

(name) 

Default Description 

DNS Zone ID 

(AWSHostedZoneID) 

Requires input The DNS zone ID that contains the server’s DNS entry.  

Full DNS Name for 

Tableau Server 

(AWSPublicFQDN) 

Requires input The DNS address for the Tableau Server portal.  

SSL Certificate ARN 

(SSLCertificateARN) 

Optional The ARN for an existing SSL certificate you want to use. This 

certificate requires a matching DNS name. Leave this 

parameter blank if you aren’t using a certificate. If you don’t 

specify an ARN, a certificate will be created for you in the DNS 

hosted zone ID you specified. 

Important    You must have an Amazon Route 53 managed 

domain, as specified in the Technical Requirements section. 

Secrets: 

Parameter label 

(name) 

Default Description 

Tableau Services 

Manager (TSM) 

administrator 

username 

(Username) 

Requires input (Linux only) The Tableau Services Manager (TSM) 

administrator’s user name. You cannot use “tableau,” 

“tsmagent,” “admin,” or “root” as the user name. 

Tableau Services 

Manager (TSM) 

administrator 

password 

(Password) 

Requires input (Linux only) The Tableau Services Manager (TSM) 

administrator’s password. This must be at least 6 characters. 

Tableau Server 

administrator 

username 

(TableauServerAdmin 

User) 

Requires input The user name of the initial administrator for Tableau Server. 

Tableau Server 

administrator 

password 

(TableauServerAdmin 

Password) 

Requires input The password of the initial administrator for Tableau Server. 

This must be at least 6 characters. 
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Registration: 

Parameter label 

(name) 

Default Description 

Accept Tableau End 

User License 

Agreement 

(AcceptEULA) 

No View the EULA at https://www.tableau.com/eula, and then 

choose Yes to indicate your acceptance. 

Tableau Activation 

Key 

(TableauServerLicense 

Key) 

Requires input The Tableau Server license key. Leave blank to use a free 14-

day trial license. To obtain a license key, contact 

sales@tableau.com. 

First Name 

(RegFirstName) 

Requires input First name of the Tableau Server user. 

Last Name 

(RegLastName) 

Requires input Last name of the Tableau Server user. 

Email Address 

(RegEmail) 

Requires input Email address of the Tableau Server user. 

Company 

(RegCompany) 

Requires input Company that the Tableau Server user works for. 

Title 

(RegTitle) 

Requires input Job title of the Tableau Server user. 

Department 

(RegDepartment) 

Requires input Department of the Tableau Server user. 

Industry 

(RegIndustry) 

Requires input Industry that the Tableau Server user works in. 

Phone 

(RegPhone) 

Requires input Telephone number of the Tableau Server user. 

City 

(RegCity) 

Requires input City that the Tableau Server user lives in. 

State 

(RegState) 

Requires input State that the Tableau Server user lives in. 

Zip/Postal Code 

(RegZip) 

Requires input Zip code or postal code of the Tableau Server user. 

Country 

(RegCountry) 

Requires input Country that the Tableau Server user lives in. 

https://www.tableau.com/eula
mailto:sales@tableau.com
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AWS Quick Start Configuration: 

Parameter label 

(name) 

Default Description 

Quick Start S3 Bucket 

Name 

(QSS3BucketName) 

aws-quickstart The S3 bucket you have created for your copy of Quick Start 

assets, if you decide to customize or extend the Quick Start for 

your own use. The bucket name can include numbers, 

lowercase letters, uppercase letters, and hyphens, but should 

not start or end with a hyphen. 

Quick Start S3 Key 

Prefix 

(QSS3KeyPrefix) 

quickstart-tableau-

server-healthcare/ 

The S3 key name prefix used to simulate a folder for your copy 

of Quick Start assets, if you decide to customize or extend the 

Quick Start for your own use. This prefix can include numbers, 

lowercase letters, uppercase letters, hyphens, and forward 

slashes. 

Quick Start Tag key 

(QSTagKey) 

QuickStartID The tag key used to identify the resources from this Quick 

Start. 

Quick Start Tag value 

(QSTagValue) 

TableauServer 

Healthcare 

The tag value used to identify the resources from this Quick 

Start. 

6. On the Options page, specify tags (key-value pairs) for resources in your stack and set 

advanced options. When you’re done, choose Next. 

7. On the Review page, review and confirm the template settings. Under Capabilities, 

acknowledge that the template will create IAM resources. 

8. Choose Create to deploy the stack. 

9. Monitor the status of the stack. When the status is CREATE_COMPLETE, the 

deployment is complete. 

10. Use the information displayed in the Outputs tab for the stack to view the resources 

that were created. When you deploy the Quick Start into a new VPC, the AWS 

CloudFormation template for Tableau Server creates the following outputs: 

Output Description 

VPCID ID of the VPC. 

LoadBalancerDNSName DNS name of the load balancer. 

BastionEIP Public DNS name of the bastion host. 

TableauServerURL URL for accessing Tableau Server. 

TSMurl URL for the Tableau Services Manager (TSM) user interface, which is 

accessible through the bastion host. 

 

  

https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingMetadata.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-resource-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-add-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-add-tags.html
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Step 3. Test the Deployment 

1. Navigate to the URL for Tableau Server from an IP address within the CIDR you 

specified. 

2. Log in to Tableau Server using the administrator credentials you provided as the 

Tableau Server administrator username and Tableau Server administrator 

password in the AWS CloudFormation template. 

3. Navigate to the Server Status tab and verify that all processes have  green 

checkmarks, as shown in Figure 3. 

Note    The status page that you see might differ slightly from what is shown in  

Figure 3, depending on whether you’re deploying Tableau Server on Windows Server  

or on Linux.  

 

Figure 3: Checking server status after standalone deployment 

4. Navigate to the Tableau Samples project, where you can view and interact with the 

workbooks stored there. 

5. Now that you have Tableau Server running, check out Get Started with Tableau 

Server (Linux) and Get Started with Tableau Server (Windows) for ideas on how to 

get the most out of your Tableau Server instance. 

https://onlinehelp.tableau.com/current/server-linux/en-us/get_started_server.htm
https://onlinehelp.tableau.com/current/server-linux/en-us/get_started_server.htm
https://onlinehelp.tableau.com/current/server-linux/en-us/get_started_server.htm
https://onlinehelp.tableau.com/current/server/en-us/get_started_server.htm
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Important     Once Tableau Server is up and running in your AWS account, you might 

need to stop and restart it for a number of reasons (for example, to perform an 

upgrade, to apply new license keys, or to change settings). In these scenarios, we 

recommend that you set the Tableau Server instance on standby status in the Auto 

Scaling group for the duration of the restart. Otherwise, the Tableau Server instance 

might terminate itself and spin up a new, blank instance. When the restart is complete, 

you can put the Tableau Server instance back into service. (Note that you are billed for 

instances that are in a standby state.) 

Troubleshooting 

Q. I encountered a CREATE_FAILED error when I launched the Quick Start.  

A. If AWS CloudFormation fails to create the stack, we recommend that you relaunch the 

template with Rollback on failure set to No. (This setting is under Advanced in the 

AWS CloudFormation console, Options page.) With this setting, the stack’s state will be 

retained and the instance will be left running, so you can troubleshoot the issue. (You'll 

want to look at the log files in %ProgramFiles%\Amazon\EC2ConfigService and 

C:\cfn\log.) 

Important   When you set Rollback on failure to No, you’ll continue to 

incur AWS charges for this stack. To avoid further charges, delete the stack 

when you’ve finished troubleshooting. 

For additional information, see Troubleshooting AWS CloudFormation on the AWS 

website.  

Q. I cannot connect to Tableau Server, or the web interface times out. 

A. Review your license key, Amazon Resource Names (ARNs), SSL certificates, and 

wildcards (the host name must match the name in your SSL certificate), and check for data 

entry errors. Check the CIDR address to make sure that it matches the IP address ranges 

used in your network. 

Q. The DNS validation for the SSL certificate times out. 

A. You might encounter this issue if your DNS provider is not Route 53. In this case, you 

must add NS records to your DNS registrar for the routing to work. For more information, 

see the following pages in the AWS documentation: 

https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-enter-exit-standby.html
http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
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 Use DNS to Validate Domain Ownership 

 How Domain Validation Works 

 Knowledge Center article on validating domain names 

Q. The DNS validation appears to have completed successfully, but the Quick Start errors 

out during the ACM certificate DNS step. 

A. If you run into this issue: 

 If you already have a wildcard ACM certificate in the AWS  Region where you deployed 

the Quick Start, you can skip the ACM certificate DNS step by supplying the ARN of 

your pre-existing certificate in the SSL Certificate ARN parameter. You can also 

import certificates in the ACM console and use the ARN of your uploaded certificate. 

 Alternatively, make sure that DNS validation is working by provisioning certificates 

outside the Quick Start, following the instructions in the links provided for the previous 

Q&A. You can use the certificate you created in the SSL Certificate ARN parameter 

to skip the ACM certificate DNS step. 

Q. My Tableau Server Linux installation failed. 

A. Review the log files in /var/log/cloud-init.log and /var/log/message for information 

about what caused your installation failure. 

Q. I restarted my Tableau Server installation on AWS to perform an upgrade, and my 
Tableau Server instance was terminated. 

A. If you want to restart your Tableau Server installation for any reason (for example, to 

perform an upgrade, to apply new license keys, or to change settings), we recommend that 

you set the Tableau Server instance on standby status in the Auto Scaling group for the 

duration of the restart. Otherwise, the Tableau Server instance might terminate itself and 

spin up a new, blank instance. When the restart is complete, you can put the Tableau 

Server instance back into service. (Note that you are billed for instances that are in a 

standby state.) 

Git Repository 
You can visit our GitHub repository to download the templates and scripts for this Quick 

Start, to post your comments, and to share your customizations with others.  

https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-validate-dns.html
https://docs.aws.amazon.com/acm/latest/userguide/how-domain-validation-works.html
•%09https:/aws.amazon.com/premiumsupport/knowledge-center/acm-certificate-pending-validation/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-enter-exit-standby.html
https://fwd.aws/bnyGY
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Additional Resources 
AWS services 

 AWS CloudFormation 

http://aws.amazon.com/documentation/cloudformation/  

 Amazon EBS 

http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html 

 Amazon EC2 

http://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ 

 Amazon Route 53  

https://aws.amazon.com/documentation/route53/  

 Amazon VPC 

http://aws.amazon.com/documentation/vpc/  

 AWS Certificate Manager (ACM)  

https://aws.amazon.com/documentation/acm/ 

 Elastic Load Balancing  

https://aws.amazon.com/documentation/elasticloadbalancing/  

 HIPAA on AWS  

https://aws.amazon.com/compliance/hipaa-compliance/  

Tableau Server on Linux 

 Tableau Server on Linux in the AWS Cloud 

https://onlinehelp.tableau.com/current/server-linux/en-us/ts_aws_welcome.htm 

 Tableau Server on Linux: Everybody’s Install Guide 

https://onlinehelp.tableau.com/current/guides/everybody-install-linux/en-

us/help.htm 

 Troubleshoot Tableau Server on Linux 

https://onlinehelp.tableau.com/current/server-linux/en-us/troubleshoot_linux.htm 

 Get Started with Tableau Server 

https://onlinehelp.tableau.com/current/server-linux/en-us/get_started_server.htm 

 Tableau Server Administrator Guide 

https://onlinehelp.tableau.com/current/server-linux/en-us/admin.htm  

http://aws.amazon.com/documentation/cloudformation/
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
http://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/
https://aws.amazon.com/documentation/route53/
http://aws.amazon.com/documentation/vpc/
https://aws.amazon.com/documentation/elasticloadbalancing/
https://aws.amazon.com/documentation/elasticloadbalancing/
https://aws.amazon.com/compliance/hipaa-compliance/
https://onlinehelp.tableau.com/current/server-linux/en-us/ts_aws_welcome.htm
https://onlinehelp.tableau.com/current/guides/everybody-install-linux/en-us/help.htm
https://onlinehelp.tableau.com/current/guides/everybody-install-linux/en-us/help.htm
https://onlinehelp.tableau.com/current/server-linux/en-us/troubleshoot_linux.htm
https://onlinehelp.tableau.com/current/server-linux/en-us/get_started_server.htm
https://onlinehelp.tableau.com/current/server-linux/en-us/admin.htm
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Tableau Server on Windows 

 Tableau Server on Windows in the AWS Cloud 

https://onlinehelp.tableau.com/current/server/en-us/ts_aws_welcome.htm 

 Tableau Server on Windows: Everybody’s Install Guide 

https://onlinehelp.tableau.com/current/guides/everybody-install/en-

us/everybody_admin_intro.htm  

 Configure SSL for External HTTP Traffic to and from Tableau Server 

https://onlinehelp.tableau.com/current/server/en-us/ssl_config.htm  

 Troubleshoot Tableau Server Install and Upgrade 

https://onlinehelp.tableau.com/current/server/en-us/trouble_install_upgrade.htm  

 Get Started with Tableau Server 

https://onlinehelp.tableau.com/current/server/en-us/get_started_server.htm 

 Tableau Server Administrator Guide 

https://onlinehelp.tableau.com/current/server/en-us/admin.htm  

Quick Start reference deployments 

 AWS Quick Start home page 

https://aws.amazon.com/quickstart/ 

Document Revisions 

Date Change In sections 

December 2018 Clarified several parameters, and added 

troubleshooting information about DNS 

validation timeouts 

Parameter tables 

Troubleshooting 

October 2018 Initial publication — 

https://onlinehelp.tableau.com/current/server/en-us/ts_aws_welcome.htm
https://onlinehelp.tableau.com/current/guides/everybody-install/en-us/everybody_admin_intro.htm
https://onlinehelp.tableau.com/current/guides/everybody-install/en-us/everybody_admin_intro.htm
https://onlinehelp.tableau.com/current/server/en-us/ssl_config.htm
https://onlinehelp.tableau.com/current/server/en-us/trouble_install_upgrade.htm
https://onlinehelp.tableau.com/current/server/en-us/get_started_server.htm
https://onlinehelp.tableau.com/current/server/en-us/admin.htm
https://aws.amazon.com/quickstart/
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