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This Biotech Blueprint Quick Start was created by Amazon Web Services (AWS) solutions
architects.
Biotech Blueprint Quick Starts are automated reference deployments that use AWS
CloudFormation templates to build a preclinical, cloud-based infrastructure on the AWS
Cloud, based on industry best practices, and to deploy informatics software from leading
biotech companies into this biotech cloud environment.

Overview
This Quick Start reference deployment guide provides step-by-step instructions for
deploying Titian Mosaic FreezerManagement on the AWS Cloud.
Mosaic FreezerManagement is a comprehensive and cost-effective software solution for
managing and tracking all types of sample inventory, backed by a full audit trail. It provides
a flexible interface to define and record properties for any type of sample or container, and
manages your entire hierarchy of storage, including freezers, shelves, and cupboards. Other
features include an intuitive search interface and expiration date tracking.
This Quick Start is for teams or individuals who are responsible for managing informatics
and research infrastructure for a biotech company. Whether your company is new to the
cloud or has some existing cloud infrastructure, this Quick Start provides the informatics
software your researchers need, and implements it by following industry best practices.

Cost and licenses
You are responsible for the cost of the AWS services used while running this Quick Start
reference deployment. There is no additional cost for using the Quick Start.
The AWS CloudFormation template for this Quick Start includes configuration parameters
that you can customize. Some of these settings, such as instance type, will affect the cost of
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deployment. For cost estimates, see the pricing pages for each AWS service you will be
using. Prices are subject to change.
Tip After you deploy the Quick Start, we recommend that you enable the AWS Cost
and Usage Report to track costs associated with the Quick Start. This report delivers
billing metrics to an S3 bucket in your account. It provides cost estimates based on
usage throughout each month and finalizes the data at the end of the month. For
more information about the report, see the AWS documentation.
This Quick Start requires a license key for Titian Mosaic. To obtain a license key, contact
Titian by emailing info@titian.co.uk and request a license for the Titian Mosaic
FreezerManagement Quick Start.

Architecture
This Quick Start deploys Titian Mosaic FreezerManagement into a new or existing virtual
private cloud (VPC) in the AWS Cloud.
You can create your own VPC or use an existing VPC in your AWS account. However, we
recommend that you use the Biotech Blueprint core Quick Start to set up the VPC
environment shown in Figure 1. This environment is automatically configured for identity
management, access control, encryption key management, network configuration, logging,
alarms, partitioned environments (for example, to separate preclinical, clinical, and
management processes), and built-in compliance auditing, to help meet your security and
compliance requirements. For more information about the core architecture, see the
Biotech Blueprint core Quick Start.
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Figure 1: VPC architecture for the Biotech Blueprint core template on AWS

This Quick Start deploys Mosaic FreezerManagement into the preclinical (research) VPC
illustrated in Figure 1. Figure 2 shows the Mosaic FreezerManagement deployment in more
detail.

Figure 2: VPC architecture for Titian Mosaic FreezerManagement on AWS

Page 4 of 17

Amazon Web Services – Titian Mosaic FreezerManagement on the AWS Cloud

June 2019

This Quick Start sets up the following resources in the preclinical VPC:


An Application Load Balancer with a Secure Sockets Layer / Transport Layer Security
(SSL/TLS) certificate generated by AWS Certificate Manager (ACM).



An internal or external Domain Name System (DNS) CNAME record pointing to the
Application Load Balancer via Amazon Route 53.



In the private application subnets, a Mosaic application server, with
FreezerManagement installed and configured, in an Auto Scaling group.



In the private database subnets, Oracle Database on an Amazon Relational Database
Service (Amazon RDS) DB instance with the FreezerManagement database installed,
and an optional, hot standby database.

The application and database servers are automatically enrolled as managed hosts in AWS
Systems Manager. This enables you to use Systems Manager features like Session Manager
to access the servers over Secure Shell (SSH) without requiring a bastion host or opening up
ports.

Planning the deployment
Specialized knowledge
This deployment guide requires a moderate level of familiarity with AWS services. If you’re
new to AWS, visit the Getting Started Resource Center and the AWS Training and
Certification website for materials and programs that can help you develop the skills to
design, deploy, and operate your infrastructure and applications on the AWS Cloud.

AWS account
If you don’t already have an AWS account, create one at https://aws.amazon.com by
following the on-screen instructions. Part of the sign-up process involves receiving a phone
call and entering a PIN using the phone keypad.
Your AWS account is automatically signed up for all AWS services. You are charged only for
the services you use.

Deployment options
We recommend that you set up an informatics infrastructure for this Quick Start that
follows best practices from AWS and the industry for high availability, security, and
compliance.
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The Quick Start provides three deployment options:


The easiest way to set up this infrastructure is to use the Biotech Blueprint core Quick
Start. Follow the instructions in the deployment guide to build your environment, and
then choose the option to deploy Mosaic FreezerManagement into the Biotech Blueprint
core architecture in step 5.



If you want to deploy Mosaic FreezerManagement into a new VPC but don’t want the
advantages of the Biotech Blueprint core architecture, choose the option to deploy
Mosaic FreezerManagement into a new, empty VPC in step 5.



If you want to deploy Mosaic FreezerManagement into your own existing infrastructure,
make sure that you have a VPC with at least two private subnets and at least one public
subnet, and then choose the option to deploy Mosaic FreezerManagement into an
existing VPC in step 5. You can specify your VPC and subnet IDs when you launch the
Quick Start.

Deployment steps
Step 1. Request Mosaic AMI access and license
Titian will need to grant your AWS account access to the Titian Mosaic Amazon Machine
Image (AMI). They will also provide you with a license key that you will use to log in to
Titian Mosaic for the first time.
Contact Titian via email at info@titian.co.uk, and let them know that you are using the
AWS Quick Start for Titian Mosaic FreezerManagement.
Important You must wait for confirmation from Titian before you continue with
step 2. Otherwise, you will not have access to the Titian Mosaic AMI, and
deployment will fail.

Step 2. Sign in to your AWS account
1. Sign in to your AWS account at https://aws.amazon.com with an IAM user role that has
the necessary permissions.
2. Use the Region selector in the navigation bar to choose the AWS Region where you want
to deploy Mosaic. This should match the AWS Region you selected when you set up your
Biotech Blueprint infrastructure.
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Note This Quick Start currently supports the following AWS Regions:
● us-east-1 – US East (N. Virginia)
● us-west-2 – US West (Oregon)
● eu-west-1 – EU (Ireland)
3. Make sure that at least one Amazon Elastic Compute Cloud (Amazon EC2) key pair
exists in your AWS account in the AWS Region where you are planning to deploy the
Quick Start. Make note of the key pair name. You’ll be prompted for this information
during deployment. To create a key pair, follow the instructions in the AWS
documentation.
If you’re deploying the Quick Start for testing or proof-of-concept purposes, we
recommend that you create a new key pair instead of specifying a key pair that’s already
being used by a production instance.

Step 3. Create a hosted zone for security in transit
Note Skip this step if you deployed the Biotech Blueprint core Quick Start, which
creates a private hosted zone for you.
Titian Mosaic requires all connections to be encrypted. For this reason, this Quick Start
automatically creates a TLS certificate and attaches it to the load balancer.
This certificate requires a Route 53 hosted zone that is associated with a domain that you
own. This hosted zone can be public or private, and you can reuse an existing hosted zone
you already have.
To create a hosted zone, see the following Route 53 documentation:


Differences between public and private hosted zones



How to create a public hosted zone



How to create a private hosted zone

You will be prompted for the hosted zone ID and the domain name when you launch the
template.
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Step 4. Approve the TLS certificate
The Quick Start uses email-based domain validation to confirm that you own the domain
from step 3. About 3-4 minutes after you start the deployment, you will receive an email
asking you to approve the certificate. This email will be sent to the following email
addresses. You need to approve the request only once using one of these email accounts:






administrator@your_domain_name
hostmaster@your_domain_name
postmaster@your_domain_name
webmaster@your_domain_name
admin@your_domain_name

Important You must be able to access one of these email addresses. The
deployment will eventually fail if you are unable to log in or if you direct someone
else to log in to approve the certificate request.
Choose the Amazon Certificate Approvals link in the email, and then choose I
Approve on the page you get directed to. For more information and examples, see Use
Email to Validate Domain Ownership in the ACM documentation.

Step 5. Launch the Quick Start
If you chose to deploy the Biotech Blueprint Informatics Service Catalog when you deployed
the Biotech Blueprint core Quick Start, you can see Mosaic FreezerManagement available to
launch in the AWS Service Catalog. In the AWS Service Catalog console, choose Mosaic
FreezerManagement from the products list, and then choose Launch product. Follow
the instructions in the AWS documentation to complete the launch.
Or, if you opted out of Service Catalog by setting the Create Informatics Catalog?
(pLaunchServiceCatalogPortfolio) parameter to No when you deployed the Biotech
Blueprint core Quick Start, follow the steps in this section to deploy Mosaic.
Notes The instructions in this section reflect the older version of the AWS
CloudFormation console. If you’re using the redesigned console, some of the user
interface elements might be different.
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You are responsible for the cost of the AWS services used while running this Quick
Start reference deployment. There is no additional cost for using this Quick Start.
For full details, see the pricing pages for each AWS service you will be using in this
Quick Start. Prices are subject to change.
1. Launch the AWS CloudFormation template into your AWS account.

Deploy

• Titian Mosaic

Deploy Mosaic FreezerManagement
into your Biotech Blueprint core
infrastructure

Or, you can use one of these links (for guidance, see deployment options):


Deploy Mosaic FreezerManagement into a new, empty VPC.



Deploy Mosaic FreezerManagement into an existing VPC.

The deployment takes 30-45 minutes to complete.
2. On the Select Template page, keep the default setting for the template URL, and then
choose Next.
3. On the Specify Details page, change the stack name if needed. Review the parameters
(described in the following tables) for the template. Provide values for the parameters
that require input. For all other parameters, review the default settings and customize
them as necessary.
When you finish reviewing and customizing the parameters, choose Next.
Note The following tables describe the parameters for deploying Titian Mosaic
FreezerManagement into the Biotech Blueprint core infrastructure. The options to
deploy into an empty or existing VPC provide similar, but not identical, parameters.
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View template
Mosaic configuration:
Parameter label
(name)
Mosaic server DNS
name
(pDNSName)

Default

Description

mosaic

The internal DNS CNAME to be used for the Mosaic
application server. Keep the default setting if you aren’t sure
how to use this parameter. For more information, see the
Route 53 documentation.

Network configuration:
Parameter label
(name)

Default

Description

VPC for deployment
(pVpcId)

/BB/Networking/
VPC/Research

The ID of your existing VPC to use for the Mosaic
deployment.

Public subnet A
(pDmzSubnetA)

/BB/Networking/
VPC/Research/
Subnet/DMZ/A

The ID of the first public subnet in your existing VPC.

Public subnet B
(pDmzSubnetB)

/BB/Networking/
VPC/Research/
Subnet/DMZ/B

The ID of the second public subnet in your existing VPC.

Application subnet A
(pAppSubnetA)

/BB/Networking/
VPC/Research/
Subnet/App/A

The ID of the first application subnet in your existing VPC for
setting up the Mosaic application server.

Application subnet B
(pAppSubnetB)

/BB/Networking/
VPC/Research/
Subnet/App/B

The ID of the second application subnet in your existing VPC
for setting up the Mosaic application server.

Database subnet A
(pDBSubnetA)

/BB/Networking/
VPC/Research/
Subnet/DB/A

The ID of the first database subnet in your existing VPC for
setting up the Mosaic FreezerManagement database.

Database subnet B
(pDBSubnetB)

/BB/Networking/
VPC/Research/
Subnet/DB/B

The ID of the second database subnet in your existing VPC
for setting up the Mosaic FreezerManagement database.

Internal DNS hosted
zone ID
(pDnsHostedZoneID)

/BB/QuickStart/
DNS/HostedZoneId

(Optional) The internal DNS hosted zone ID, from step 3.
Keep the default setting if you deployed the Biotech Blueprint
core Quick Start, which creates a private hosted zone for you.

Internal DNS apex
domain
(pDnsHostedZoneApex
Domain)

/BB/QuickStart/
DNS/DnsHosted
ZoneApexDomain

(Optional) The domain name associated with your DNS
hosted zone ID, from step 3. Keep the default setting if you
deployed the Biotech Blueprint core Quick Start.

Load balancer type
(pLoadBalancerType)

internet-facing

The type (internet-facing or internal) of the load
balancer. If you keep the default setting, the load balancer
will be internet addressable and you don’t need VPN. If you
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Description
choose internal, you must connect to your VPN solution
after deployment, so that your DHCP options use the VPC
DNS server in the VPC that your hosted zone is attached to.

Web access security
group
(pSecurityGroupFor
WebAccess)

/BB/Networking/
VPC/Research/
InformaticsAccessSG

The security group ID for web access.

Web access CIDR
(pWebAccessCIDR)

10.0.0.0/16

The CIDR IP range that’s allowed web access. This is used
only if you don’t specify a security group for the previous
parameter.

Amazon EC2 configuration:
Parameter label
(name)

Default

Description

Key pair for Mosaic
server
(pEC2KeyPair)

Requires input

A public/private key pair, which allows you to connect securely
to the Mosaic application server. This is the key pair you
created in your preferred region in step 2.

Application server
instance type
(pAppServerInstance
Type)

t2.large

The EC2 instance type for the Mosaic application server.

Amazon RDS configuration:
Parameter label
(name)

Default

Description

Database name
(pDBName)

Mosaic

The name of the Mosaic FreezerManagement database. This
string has a maximum length of 8 characters.

Database time zone
(pDBTimeZone)

Requires input

The time zone to set the Mosaic FreezerManagement database
to.

Database user/owner
(pDBUsername)

mosaicowner

The user name of the Mosaic FreezerManagement database
owner.

Database password
(pDBPassword)

Requires input

The password for the Mosaic FreezerManagement database
owner.

Database instance type
(pDBInstanceType)

db.t2.large

The database instance class for the Mosaic
FreezerManagement database.

Database storage
capacity
(pDBAllocatedStorage)

50

The storage size of the Mosaic FreezerManagement database,
in GiB.
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Default

Description

Database engine
(pDBEngine)

oracle-se2

The Oracle Database version of the Mosaic
FreezerManagement database. We recommend that you keep
the default setting.

Database license
model
(pDBEngineLicense
Model)

license-included

The license model for the Oracle Database. The two options
are license-included and bring your own license (BYOL).

Multi-AZ Amazon RDS
(pDBMultiAZ)

false

Set this parameter to true if you want to deploy the database
in a Multi-AZ configuration. If true, Amazon RDS
automatically creates a primary DB instance and
synchronously replicates the data to a standby DB instance in
a different Availability Zone for high availability. For more
information, see the Amazon RDS documentation.

4. On the Options page, you can specify tags (key-value pairs) for resources in your stack
and set advanced options. When you’re done, choose Next.
5. On the Review page, review and confirm the template settings. Under Capabilities,
select the two check boxes to acknowledge that the template will create IAM resources
and that it might require the capability to auto-expand macros.
6. Choose Create to deploy the stack.
7. Monitor the status of the stack. When the status is CREATE_COMPLETE, the Mosaic
FreezerManagement environment is ready.
8. Use the URLs displayed in the Outputs tab for the stack to view the resources that were
created.

Step 6. Validate the deployment
1. If you set the Load balancer type (pLoadBalancerType) parameter to internal in step
5, connect to your VPN solution so that your DHCP options use the VPC DNS server in
the VPC that your hosted zone is attached to.
Note If you deployed Mosaic FreezerManagement into the Biotech Blueprint core
architecture, this is done automatically when you connect to the client VPN endpoint
provided by the blueprint.
If you kept the default setting (internet-facing) for this parameter, the load balancer
will be internet addressable and you don’t need VPN.
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2. During deployment, the Windows administrator account on the Amazon EC2 host will
become the Mosaic administrator account, and you will need the password to log in to
Mosaic. To obtain the password for the Windows administrator account:
a. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
b. Right-click the instance called Titian Mosaic AppServer, and then choose Get
Windows Password, as shown in Figure 3.

Figure 3: Getting the Windows password for the Titian administrator account

c. Supply the key pair that you specified when you launched the Quick Start.
d. Choose Decrypt Password. The console displays the Windows password for the
administrator account.
e. Copy the Windows password.
3. When the Mosaic deployment is complete, go to the Outputs section of the completed
stack and choose the oDNSUrl link.
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Figure 4: Stack outputs from the Mosaic deployment

Mosaic prompts you for a user name and password. Enter your Windows administrator
user name (if this is your first login, it will be administrator) and the administrator
password from the previous step.
4. When you have logged in, you will be prompted for the Mosaic license key that Titian
provided to you, from step 1. If you don’t have a license key, contact Titian at
info@titian.co.uk.
When you supply the key, you will see the Titian Mosaic home page.

Figure 5: Mosaic home page
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For information about using Mosaic FreezerManagement, see the Titian website.

Step 7. (Optional) Change authentication method
This Quick Start deploys Mosaic configured to authenticate against the local Windows user
accounts on the Mosaic Windows Server EC2 virtual machine (VM). Optionally, you can
change this configuration to authenticate against a different user identity service, by either:


Joining the Mosaic Windows Server to your Active Directory comain to authenticate
against your Active Directory user accounts.

or:


Contacting Titian if you would like Mosaic configured to use an identity provider
authentication service. The service must support the OpenID Connect protocol.

Troubleshooting
Q. I encountered a CREATE_FAILED error when I launched the Quick Start.
A. If AWS CloudFormation fails to create the stack, we recommend that you relaunch the
template with Rollback on failure set to No. (This setting is under Advanced in the
AWS CloudFormation console, Options page.) With this setting, the stack’s state will be
retained and the instance will be left running, so you can troubleshoot the issue.
Important When you set Rollback on failure to No, you will continue to incur
AWS charges for this stack. Please make sure to delete the stack when you finish
troubleshooting.
For additional information, see Troubleshooting AWS CloudFormation on the AWS
website.
You might also encounter CREATE_FAILED errors similar to those shown in Figure 6 if
you don’t have access to the Mosaic AMI; for example, if you launched the Quick Start
without getting a confirmation from Titian in step 1 of the deployment instructions:
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Figure 6: Errors associated with AMI access problems

If you encounter these errors, contact Titian at info@titian.co.uk, confirm that you have
access to the AMI, and redeploy the Quick Start.
Q. I encountered a size limitation error when I deployed the AWS CloudFormation
templates.
A. We recommend that you launch the Quick Start templates from the links in this guide or
from another S3 bucket. If you deploy the templates from a local copy on your computer or
from a non-S3 location, you might encounter template size limitations when you create the
stack. For more information about AWS CloudFormation limits, see the AWS
documentation.

Send us feedback
To post feedback, submit feature ideas, or report bugs, use the Issues section of the
GitHub repository for this Quick Start. If you’d like to submit code, please review the Quick
Start Contributor’s Guide.

Additional resources
AWS resources


Getting Started Resource Center



AWS General Reference



AWS Glossary

AWS services


Amazon Elastic Block Store (Amazon EBS)



Amazon Elastic Compute Cloud (Amazon EC2)



Amazon Route 53



Amazon Virtual Private Cloud (Amazon VPC)
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AWS CloudFormation



AWS Certificate Manager



Application Load Balancer
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Mosaic FreezerManagement documentation


Titian website

Other Quick Start reference deployments


AWS Quick Start home page
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